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4 Case study on Internet of Things in
manufacturing

This chapter presents the findings from two case studies on adopting the
Internet of Things (loT) in manufacturing in Brazil and Germany. The studies
are intended to complement information from information and communication
technology (ICT) usage surveys of the drivers and obstacles to loT diffusion
and the impact of loT applications. Their findings aim to improve the evidence
base for policy making in relation to manufacturing and to gain insights
relevant to loT applications in other domains.
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This chapter discusses the main loT applications in the manufacturing sector, where the current adoption
of the 10T and the scope for further use seem among the highest. The drivers for loT adoption and its
effects on productivity are analysed based on two case studies of manufacturing firms in Brazil and
Germany. Their findings provide a useful complement to the evidence from ICT usage surveys presented
in Chapter 2.

Main uses of the 1oT in manufacturing

Through the 10T, manufacturing processes can be improved in several ways. Sensor data from machinery
can, for instance, help monitor the status of production equipment in real time and predict machine failure,
thus enabling maintenance before the failure occurs (predictive maintenance); location sensors can track
incoming supply and outgoing goods, thus enabling more efficient planning (tracking and monitoring);
sensors provide manufacturers with a comprehensive view of what is occurring at every point in the
production process, thus helping to make real-time adjustments (production optimisation) and monitor the
inventory stock in real time, thus helping inventory optimisation. Smart meters and loT sensors can monitor
energy consumption and allow organisations to deploy practices for more effective usage of resources
(energy/resource optimisation). An emerging use in manufacturing is the creation of digital twins, i.e. the
exact reproduction through digital data of a physical object which allows to test processes first on the digital
rather than on the real object, thus saving costs and resources.

Predictive maintenance

One of the most important use cases of Industry 4.0 is predictive maintenance. Predictive maintenance
can identify maintenance issues in real time differently than traditional maintenance methods, which deal
with machine failures as they emerge (reactive maintenance) or are based on asset inspections at regular
times (preventive maintenance). In predictive maintenance, sensor data from machinery are used to
determine failure ahead of time, thus allowing machine owners to reduce maintenance costs and
downtime. Predictive maintenance can extend the lifespan of industrial assets, improve their utilisation and
thus also production output. It also has the potential to promote sustainable practices in production by
maximising the useful lives of production (Lee, Kao and Yang, 20141)).

The process of predictive maintenance is illustrated in Figure 4.1. 10T sensors in machinery collect relevant
data, which are then transmitted by the IoT hardware to a central cloud system for storage and processing.
Data scientists then have two general approaches to predictive maintenance analysis at their disposal:
they can manually discover patterns in the data and define explicit databased rules for maintenance
(rule-based predictive maintenance) or rely on machine learning (ML)-based predictive maintenance. In
this case, the data science team needs to create a labelled dataset containing incidents of past machine
failures in combination with other data. The algorithm can then be trained on this dataset and predict future
machine failures. The predictions can then be integrated into a human-machine interface and help
engineers find the ideal maintenance time.

The possibility of remotely controlling equipment and ensuring its maintenance through the prediction of
failures also allows for the creation of new service-oriented business models, i.e. servitisation with remote
monitoring and predictive maintenance enabled by the loT. Equipment manufacturers can offer a payment
model based on use, i.e. Hardware as a Service. This model would allow the creation of a data-centred
(digitallybased) service value chain beyond the traditional product-centric value chain.

Predictive maintenance is not only used in smart manufacturing: industries relying on predictive
maintenance include transportation, oil and gas and process industries. Infrastructure sectors, such as
railway, adopt the loT for real-time monitoring, predictive maintenance and on-demand component
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replacement to keep trains operating at all times, thus reducing the need for significant number of trains
on standby to cover any unforeseen failures and maintenance issues.

Figure 4.1. From loT sensors to machine failure prediction: loT-enabled predictive maintenance
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Source: Based on Nangia, S., S.Makkar and R.Hassan (2020, “loT based predictive maintenance in manufacturing sector”,
https://www.researchgate.net/publication/340443898 loT_based_Predictive_Maintenance_in_Manufacturing_Sector.

Production optimisation

In a standard quality control process, manufacturers produce an item, their quality control unit tests it and
they hope to identify and rectify defects before the product reaches the market. The loT makes this process
proactive, with sensors collecting complete product data through different stages of the product cycle. The
products can also be tested at each manufacturing step to check if their attributes are within specifications.
In addition, monitoring manufacturing equipment helps quality control personnel check if and where
equipment settings diverge from standards. The loT’s support in monitoring both equipment settings and
the outcomes of each production step allows manufacturers to detect quality problems at the source so
that measures for improvement can be taken early in the process.

More efficient energy use and reduced emissions

lIoT sensors and smart meters allow organisations to measure the specific use of water, electricity and
other resources and deploy practices for their more efficient use. In their study estimating the contribution
of digital technologies to climate protection, Bitkom (2021;3)) — a German business association representing
more than 2 700 digital economy companies — reports that the greatest potential for carbon dioxide (CO2)
savings is in the field of industrial production. The study estimates 2 scenarios: in one of accelerated
digitalisation in 2030, up to 61 megatons of CO2 can be saved, while in a scenario with a moderate
digitalisation rate, savings go down to 35 megatons, corresponding to 16-10% of the expected emissions
for industrial manufacturing processes in 2030 (Figure 4.2). Key technologies contributing to these results
are production automation and digital twin; Industrial 0T (lloT) is one of the main technologies contributing
to their deployment.
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Figure 4.2. Estimated potential CO; savings thanks to digital technologies in Germany
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Note: Potential savings refer to industrial production in 2030.
Source: Bitkom (202153)), Klimaeffekte der Digitalisierung — Climate Effects of Digitization, https://www.bitkom.org/sites/main/files/2021-
10/20211010_bitkom_studie klimaeffekte der digitalisierung.pdf.

Use of the loT in manufacturing: Current scenario

Data from the ICT Survey show that, on average, 31% of enterprises in the manufacturing sector in
European countries and 22% in Canada have adopted loT technologies, well below the energy sector,
which leads with 47% in European countries (Figure 2.9) and 46% in Canada (Figure 2.6). On average,
enterprises using the 10T in the manufacturing sector in European countries adopt this technology mainly
to ensure their premises’ security (76%), to monitor production processes and logistics (42%) and to
optimise energy consumption (37%). Only one-fourth of enterprises using the l1oT do so for condition-based
maintenance and only about 11% to improve customer service. However, these figures conceal great
differences across countries (Figure 2.10). Consistently, the same proportions in usage are reported for
Italy by the Osservatorio Internet of Things (2021y4), which found that in 2019 the most popular IoT
applications in manufacturing were related to factory management (smart factories, 66% of cases),
especially for real-time control of production and energy consumption. These were followed by applications
focusing on the traceability of goods within the warehouse or along the supply chain (smart logistics, 27%),
whereas smart lifecycle projects aimed at the optimisation of the development processes of new models
and product updates were limited (7%) and still mainly at an early stage of deployment.

Eurostat data also confirm the early-stage integration of data analytics from IoT devices and the use of big
data analytics by firms. Data sourced from smart devices and sensors are used only by 3.2% of enterprises
in the manufacturing and energy sector, with some countries standing out in their use (about 10% of
enterprises in the Netherlands and about 7% in Belgium and Finland). These numbers also conceal high
discrepancies between firms of different sizes (Figure 4.3).

Market studies, such as the loT Business Index 2020 carried out by the Economist Intelligence Unit and
sponsored by leading semiconductor company Arm, indicate that scaling up adopted loT solutions, both
to add more connected products and systems or multiple cloud solutions and applications, is a key barrier
for deployment (Forbes, 2020(5). Nearly one-third of projects fail in the proof-of-concept stage (Microsoft,
2020i6)), with security and privacy risks, integration costs and lack of standards and interoperability being
reported as the factors that slow down or halt the deployment of the loT.
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Figure 4.3. Share of businesses in the manufacturing and energy sector analysing big data from
smart devices or sensors, selected European countries, by size, 2019
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Note: Data for big data analysis by firm size are not available for the manufacturing sector only.
Source: Eurostat (20227), Comprehensive Database, https://ec.europa.eu/eurostat/web/digital-economy-and-society/data/comprehensive-
database (accessed on 1 February 2022).

However, manufacturing is expected to lead in loT adoption, given the high potential impact of loT solutions
in this sector. GSMA Intelligence (2019g)) estimated that manufacturing businesses benefitted by
USD 92 billion in 2018 in productivity gains from the use of the loT, or 53% of the total estimated
productivity benefits from the adoption of the IoT globally. Predictive maintenance applications have shown
high potential for reducing costs: for example, Vodafone found that the I0T reduces costs among industrial
adopters by 18% on average and increases uptime and productivity (OECD, 20179)).

lloT as an enabling technology of Industry 4.0

The IoT is one of the main drivers of digital transformation in the manufacturing sector and one of the key
enabling technologies of Industry 4.0. The latter is often considered a synonym of the IloT, although
Industry 4.0 is a broader concept which relies on the adoption of several technologies, such as
cyber-physical systems (CPS), the loT, big data, artificial intelligence (Al), cloud and edge computing,
virtual and augmented realities (Figure 4.4). Smart factories use those technologies to move the production
process from traditional automation to a fully connected, flexible and optimised system and design
customised products at mass production prices. Industry 4.0 includes horizontal integration of data flow
between partners, suppliers and customers, as well as vertical integration within the organisation’s borders
— from development to final product. The result is a system in which all processes are fully integrated with
information in real time and the speed and rate of changes in consumer trends acts as a driver.

The digital transformation of the manufacturing sector is high on the political agenda and several countries
have introduced policies to support advancement towards Industry 4.0. Starting with Germany and the
launch of Industrie 4.0 in 2011, leading economies such as Japan (Society 5.0), the United States
(Industrial Internet Consortium) and the People’s Republic of China (Made in China 2025) have adopted
initiatives to support the digitalisation of manufacturing. As of 2017, 15 European Union countries had
adopted initiatives for digitising industry (EC, 2017[10). Smart factories are central to the Korean
government’s plan for the Fourth Industrial Revolution (Box 4.1). Industry 4.0 is also one of the strategic
verticals of the Brazilian Internet of Things Plan. Support for investment in Industry 4.0 has received new
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impetus as part of the national recovery and resilience plans in the European Union. In Italy, for instance,
the Transition Plan 4.0 foresees an investment of EUR 24 billion up to 2022.

Figure 4.4. Combination of digital technologies for the smart factory
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Source : Jung, W. et al. (2021111), “Appropriate smart factory for SMEs: Concept, application and perspective”, https://doi.org/10.1007/s12541-

020-00445-2.

Since 2016, the World Economic Forum (WEF) and consulting firm McKinsey & Company have tracked
the frontrunners in advanced manufacturing: as of March 2021, there were 69 such “lighthouses” in the
world (WEF, 202112)) operating across industry sectors. These factories employ a range of digital
technologies, reporting positive impacts on cost reduction, equipment efficiency, energy savings and
productivity gains, among others, to which lloT also contributes (Table 4.1).

Table 4.1. Selected examples of impacts of IoT use in lighthouse factories

Company Country/ Industry Description Detail on loT Impact loT use
Economy use function
Micron Chinese Taipei Semiconductors  Micron’s high-volume o lloT real-time @ 15% o Energy
advanced semiconductor energy data reduction in efficiency
memory manufacturing aggregation energy o Production
facility developed an and reporting consumption optimisation
integrated loT and analytics dashboard

platform, ensuring that
manufacturing anomalies
can be identified in real time
while providing automated
root cause analysis to
accelerate new product
ramp-up by 20%, reduce
unplanned downtime by
30% and improve labour
productivity by 20%.
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Company Country/ Industry Description Detail on loT Impact loT use
Economy use function

Novo Nordisk Denmark Pharmaceuticals = Novo Nordisk has invested o Automated e 7% increase e Equipment

Device in optimisation, automation overall in monitoring

Manufacturing & and advanced analytics, equipment productivity ® Real-time

Sourcing building a robust lloT effectiveness data
operating system to be data collection
scaled across their collection
manufacturing footprint,
increasing equipment
efficiency and productivity
by 30%.

Saudi Aramco Saudi Arabia Gas treatment The Khurais oil field was o Advanced e 5% increase e Process
built as a fully connected lloT applied in oil optimisation
and intelligent field, with to process production
over 40 000 sensors optimisation *50%
covering over 500 oil wells o Cost increase in
spread over 150 x 40 km. optimisation workforce
This enabled autonomous of heavy productivity
process control, remote operations
operation and monitoring of through
equipment and pipelines, sensor
resulting in the maximisation analysis
of oil well production, with at
least 15% attributed to
smart well completion
technology alone.

Ericsson United States Electronics Ericsson built a US-based, ¢ 5G sensor- ©97%  Production
5th generation mobile based data reduction in optimisation
network (5G)-enabled digital collection for CO02 * Energy
native factory. Leveraging energy emissions efficiency
agile ways of working and a management = e 8% increase
robust lloT architecture, the e Digital twin in efficiency
team was able to deploy for remote
25 use cases in 12 months production
and, as a result, increased optimisation
output per employee by
120% and reduced lead
time by 75% and inventory
by 50%.

Hitachi Japan Industrial By leveraging a range of o Digitally * 50% o Production

equipment lloT technologies and data enabled reduction in optimisation
analytics in engineering, operator production * Monitoring
production and maintenance performance lead time
operations, Hitachi Omika management  © 30%
Works has reduced the lead and increase in
time of core products by equipment capacity
50% without impacting performance  ©70%
quality. management increase in
o loT inspection
infrastructure efficiency
for control
systems
o Digital twin to
simulate
customer
systems

Note: The solutions described in the table are enabled by a range of digital technologies; results are only reported for specific uses of the loT,
while results from other technologies are not shown.
Sources: Compilation based on WEF (2019p13)), Global Lighthouse Network: Insights from the Forefront of the Fourth Industrial Revolution,
http://www3.weforum.org/docs/WEF_Global Lighthouse Network.pdf; WEF (2020114)), Global Lighthouse Network: Four Durable Shifts for a

Great Reset

in  Manufacturing,

https://www.weforum.org/whitepapers/global-lighthouse-network-four-durable-shifts-for-a-great-reset-in-

manufacturing (accessed on 29 January 2021); WEF (2021p12)), Global Lighthouse Network: Reimagining Operations for Growth,
http://www3.weforum.org/docs/WEF GLN 2021 Reimagining Operations for Growth.pdf.
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Figure 4.5. Use of loT devices in the manufacturing, energy and construction sectors in selected
European countries, by firm size, 2021

As a percentage of enterprises with ten or more employees
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Note: Weighted average of European countries for which data are available, as shown in Figure 2.1. Sectors included are manufacturing,
electricity, gas, steam and air conditioning supply, water supply and construction.

Source: Eurostat (2022;7;), Comprehensive Database, https://ec.europa.eu/eurostat/web/digital-economy-and-society/data/comprehensive-
database (accessed on 1 February 2022).

Lighthouses embody the highest advancements in the implementation of Industry 4.0 technologies.
However, they are not representative of the degree of diffusion of digital technologies in firms across the
spectrum of different sizes. Taking the IoT only, in Canada, there is a gap of about 25 percentage points
between small and large firms (Figure 2.6), while in Korea, there are about 23 percentage points (Figure
2.7). The low level of digitalisation of Korean small and medium-sized enterprises (SMEs) has been tackled
since 2014 by the government through the Korea Smart Factory Initiative (Box 4.1).

Although data for the manufacturing sector only do not exist for European countries, aggregate data for
manufacturing, energy and construction sectors suggest that severe gaps exist between large and smaller
companies, as high as 27 percentage points for the overall use of loT devices (Figure 4.6). Furthermore,
while large and medium companies in the manufacturing, energy and construction sectors use loT devices
(for the different surveyed uses) on average at a higher rate than in other sectors, smaller firms lag behind
as compared to their counterparts in other sectors.

Box 4.1. The Korea Smart Factory Initiative: Supporting SMEs to adopt digital technologies in
manufacturing

In 2014, the Ministry of Trade, Industry and Energy (MOTIE) launched the Korea Smart Factory Initiative
as part of the Manufacturing Industry Innovation 3.0 strategy. The initial goal was to build 10 000 smart
factory sites for Korean SMEs (firms with more than 10 employees) by 2020, then revising this goal to
30 000 by 2022 (out of total 67 000 SMEs in the country). The Smart Factory Initiative represents the
main government instrument to assist Korean SME manufactures with funding, technology
development and know-how to adopt digital manufacturing practices. The initiative is implemented

MEASURING THE INTERNET OF THINGS © OECD 2023


https://ec.europa.eu/eurostat/web/digital-economy-and-society/data/comprehensive-database
https://ec.europa.eu/eurostat/web/digital-economy-and-society/data/comprehensive-database

| 85

through two methods: government support or large corporation voluntary support. At the end of 2020,
Korea had 19 799 mostly government-led smart factories (Figure 4.6).

Figure 4.6. Smart factories in Korea by method of support, 2017-20
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Source: Ministry of SMEs and Startups of Korea (2021115)), Key Achievements of Smart Factories in 2020.
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Korea distinguishes four levels of development towards a smart factory (Table 4.2). In 2020, most SMEs
were at the Basic or Intermediate | level (74.5% and 23.7% respectively), only 1.8% were at the
Intermediate Il level and none of the SMEs had reached the Advanced level.

Table 4.2. Levels of smart factory

Development Korea Germany Goal Main ICT tools
stage
Basic Level 1 - Lv 1-Lv2 Construct the information system to identify materials Barcodes and radio frequency
Identify identification (RFID)
Level 2 - Gather and monitor in real time data from the workforce, ~ Sensors
Monitor machines, equipment and materials
Intermediate | Level 3 - Lv2-Lv3 Control, measure and analyse data collected in Level 2 Sensors and analysing tools
Analyse
Intermediate I Level 4 - Lv4-Lv5 Gather, analyse and simulate data to optimise the Sensor controller optimisers
Optimise production process (workforce, machines, equipment,
materials, operating conditions)
Advanced Level 5 - Lvd Customise the production process by optimising the Al, augmented reality/virtual
Customise workforce, machines, equipment, operation and reality, CPS

environment conditions

Source: Adapted from Smart Factory Korea (2021y16)), Introduction to Smart Factory, https://www.smart-factory.kr/smartFactorylntro.

The performance of the SMEs supported by the programme is estimated to be good, as their
productivity increased, while product defect rate, production cost and delivery time were reduced. It is
estimated that private support by large companies performed better than government support

(Table 4.3).
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Table 4.3. Performance of the Korea Smart Factory Initiative, by support method (%)

Productivity increase Reles et Cost reduction Shqrtenmg o

rate delivery time
SMEs supported by large companies 495 48.7 26.2 214
SMEs supported by the government 28.0 448 14.0 16.1

Source: Yu, J. (2018(17)), “Korea Smart Factory Initiative”, Collogquium on Digital Industrial Policy Programme, 12 November 2018.

Based on a review of existing surveys of SMEs in a number of countries (mostly European), Rauch, Erwin
and Dominik (20211g)) found that the lloT is the third technology mostly adopted by SMEs among the
technologies of Industry 4.0 (Table 4.4). However, SMEs limit their adoption of the lloT (and Industry 4.0
concepts) to monitoring industrial processes (Moeuf et al., 201819;) without real applications in production
planning and without real changes in the business model. SMEs mostly invest in the IloT by retrofitting
legacy equipment with actuators and sensors for data collection and introducing machine and process
control systems to monitor the status of manufacturing systems in real time. In most cases, data analytics
is based on simple and commercially available data monitoring and analysis tools, while the use of ML or
more complex Al technologies is still in its early stages.

Case study: Objective and data collection

While ICT usage surveys provide information on the diffusion of the loT in manufacturing, statistical
evidence on the uses and effects of loT adoption is still limited. The objective of the two case studies
presented here is to gain a richer understanding of the uses of the IoT in the manufacturing sector, the
main functions the 10T is used for and the related impacts. Therefore, the nature of these case studies is
qualitative as they are not intended to represent all loT manufacturing firms.

The case studies provide an in-depth analysis of loT use in a small sample of small, medium and large
manufacturing firms in Brazil and Germany, based on available information and complemented by
interviews. The criterion for firm selection is the implementation of an loT solution (devices and system) in
order to perform at least one of the following functions:

e tracking and monitoring

e predictive maintenance

e production optimisation

e energy/resource optimisation

e product customisation/feedback from customers.

In order to have different complementary technologies, sectors and enterprise sizes, several examples are
included for the same lloT function.

The case studies provide a technical description of the solution adopted, describe the implementation
process and analyse the value for the company. They also provide a description of the company together
with background information, e.g. size, location and industry.
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During the interviews, the following questions were asked:
e Wastheinvestmentin the lloT (or the implementation of the lloT technology) triggered by a specific
need, e.g. client request/production or process improvement?
o Ifyes, which one?

o Was the lloT the specific focus of the digital investment, or was it just a component of a larger
digitalisation toolkit (e.g. with Al, cloud computing, big data analysis)?

o Ifyes, why?
o If not, why does the lloT represent strategic importance?

e What other digital technologies are used to complement the IloT solution? (e.g. three-dimensional
[3D] printing, Al ...)?

e How was the technology upgrade implemented: retrofitting or investment in new machinery?

e What were the types of effort needed, e.g. in terms of skills?

e Did the company rely on any public support for the implementation (advisory or financial)?

e What was the cost of the solution (also expressed in magnitude)?

e Does the firm track the benefits of the IloT solution implemented (specifically)?

e What are the benefits of the IloT (if possible quantitative, otherwise based on a qualitative
assessment)?

e What connectivity solution was adopted and why?
e What are the positive lessons learned from the implementation (e.g. benefits)?
¢ What are the negative lessons learned from the implementation (e.g. obstacles)?

Results from the case study in Germany

Background on the IlloT in Germany

Manufacturing industries play a key role in the German economy, as some 15 million jobs depend directly
and indirectly on this sector. In the overall economy, SMEs account for more than 99% of companies and
60% of jobs (BMWK, 201920]). Some of these SMEs are global market leaders in their product segments
and are essential drivers for innovation and technology diffusion. Unlike other large European economies
such as France and the United Kingdom, corporations play a less important role in the German industry:
among the largest 10 000 industrial firms in Germany, 39% are family-owned (Die Deutsche Wirtschaft,
2021p21)). These firms — SMEs and, to some extent, larger family-owned enterprises — constitute the
so-called German Mittelstand (German middle class).

German industry, however, is less advanced in digital transformation than other sectors such as ICT,
finance and services (DIHK, 202122)). Given the strong economic role of the Mittelstand, public support is
provided to enhance their digital transformation, e.g. Mittelstand Digital and Mittelstand 4.0 competency
centres.

Industry 4.0 is the focus of the federal government’s digital agenda. It involves using ICT in the production
process to enable autonomous components’ communication with the production equipment, orders of new
material or maintenance services. This means that humans, machines and industrial processes are
intelligently connected (BMWK, 2020p3). Therefore, the lloT and Industry 4.0 are often used
interchangeably.
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Public support for lloT uptake includes showcases about the loT potential for SME users as well as smart
factory labs where firms can experiment with new production processes enabled by the loT. Experts from
Mittelstand 4.0 agencies act as multipliers and transfer loT-related know-how through various channels,
e.g. workshops, training and networking events. In addition, several programmes provide funds for
research and innovation in the lloT, in particular the Automatics for Industry 4.0 and the Smart Services
World with a fund of about EUR 100 million each (BMWK, 2020;23]). Various public funds support the
financing of innovative start-ups at the federal and state levels (BMWK, 2020;24)).

A recent study (IDC, 202025)) provides insights into IloT uptake by German firms with 100 employees and
more. It shows that lloT implementation is strategically motivated by its potential to optimise productivity
and costs, speed up and improve decision-making processes and differentiate from competitors
(Figure 4.7).

Figure 4.7. Key objectives of lloT projects in German firms

53% Internal optimisation 45% Competition (differentiation,
(productivity and costs) new target audiences)
47% Faster/better 43% Analysis of product and service usage
decision-making for an improved customer experience
0 Safety (occupational safety, o Innovation, co-innovation,
45% building security, 39% faster time-to-market

information security)

Note: N = 254; multiple answers possible; abbreviated.
Source: IDC (2020ps)), Industrielles IoT in Deutschland 2021 - Innovative Technologien und Trends fiir IIOT [Industry IoT in Germany 2021 -
Innovative technologies and trends for the lloT], IDC Central Europe GmbH.

With regard to connectivity, those IloT projects deploy a mix of different technologies. Fixed connections
play a major role at present but wireless connections are increasingly important, with 59% of lloT projects
using or planning to use 5G (Figure 4.8).

More than one-third of companies see major challenges in implementing the lloT in the fields of security,
financing, data quality and complexity of the projects (Figure 4.9). Moreover, they point to a lack of internal
know-how.
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Figure 4.8. Connection types used in lloT projects in German firms

Il Already in use W50 Deployment planned within the next 24 months

Wired connections

3G/4G mobile connections

Close-range connections

Satellite networks

Low-power wide-area network (LPWAN)

5G mobile communication

Note: N = 254; multiple answers possible; abbreviated.
Source: IDC (2020p2s)), Industrielles IoT in Deutschland 2021 - Innovative Technologien und Trends fiir IIOT [Industry IoT in Germany 2021 -
Innovative technologies and trends for the lloT], IDC Central Europe GmbH.

Figure 4.9. Top five obstacles to lloT uptake in German firms

Security 37 0/0

Earmarking budget @ 35 0% 1.;@
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Note: N = 254; without “Don’t not”; abbreviated.
Source: IDC (2020;23)), Industrielles loT in Deutschland 2021 - Innovative Technologien und Trends fiir IIOT [Industry loT in Germany 2021 -
Innovative technologies and trends for the lloT], IDC Central Europe GmbH.
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Industrial 10T in Germany: Case studies and lessons learned

Overview

The next sections present the findings from the analysis of a set of lloT providers and lloT-using firms. The
analysis aims to provide insights into the potential, challenges and benefits of the lloT. Firms were selected
so as to cover different characteristics, as detailed in Box 4.2, and based on desk research and experts’
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views. While covering different firms’ characteristics, the set of firms selected should not be regarded as
representative of the whole German industry.

Box 4.2. Firms’ characteristics considered in the selection process

1. Role in the lloT
o industrial enterprise/user
o enabler/solutions provider
2. Technological focus/industry
3. Geographical market (sales market)
o national
o international
4. Company size
o small (less than 49 employees)
o medium (49-250 employees)
o large (more than 250 employees)
5. Experience in the loT
o early adopter (5-10 years)
o loT pioneer (more than 10 years)
6. Strategic objectives of loT implementation (referring to the user)
o enhance customer service
o optimise internal processes
o develop new business models.

Based on the above-mentioned criteria, a long list of 60 companies was established and a total of
35 candidates approached. Finally, a set of nine firms were selected, consisting of five lloT providers and
four lloT-using firms, based on the above-mentioned search criteria and their availability for an interview.

The set of lloT providers includes two large companies (LAP and g.beyond), a medium-sized company
(TELOGS) and two small companies, one with a long-standing experience in the lloT (Schildknecht) and
one start-up (PANDA). These firms cover a range of different technologies, e.g. retrofit, Al, laser.

In the selection process of lloT-using firms, SMEs were found either without sufficient maturity for [loT
solutions or for tackling more urgent issues such as supply chain interruptions or excess demand following
the COVID-19 pandemic. Therefore, the analysis has focused on firms with 250 employees and above.
The largest company included in the set is TRUMPF GmbH & Co. KG, one of the top 100 industrial
enterprises and the leading firm in machinery and plant engineering in Germany (Die Deutsche Wirtschaft,
2021p21)). The other two firms in the selection, Siegwerk and Wanzl, belong to the largest family-owned
industrial enterprises. The fourth company, Kreyenberg, is a family-owned industrial enterprise that moved
into industry from the craft business.

In-depth interviews (about 60 minutes) were carried out with all 9 companies about their company
background, the strategic role of the loT for their businesses and their experiences with regard to the
potential and challenges of the 10T, costs and benefits, as well as success factors for loT uptake.
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Table 4.4. Main characteristics of the German firms selected for the case study in manufacturing

Compan Role in the Technological =~ Geographical =~ Company = Experience Strategic objectives of loT
pany industrial loT focus/industry market size in the loT implementation
Kreyenberg Industrial Machining/ National Medium Early Enhance customer service
GmbH enterprise/ Supplier adopter Optimise internal processes
Develop new business
user
Siegwerk Industrial Manufacturing of  International Big Early Enhance customer service
Druckfarben AG enterprise/ print=s, inks and adopter Optimise internal processes
& Co. KGaA user coatings for Develop new business
packaging
TRUMPF SE & Industrial Manufacturing of  International Big loT pioneer Enhance customer service
Co.KG enterprise/ machine tools, Optimise internal processes
user laser technology Develop new business
and electronics
for industrial
applications
Wanzl GmbH & Industrial Manufacturing of  International Big Early Enhance customer service
Co. KgaA enterprise/ shopping and adopter Optimise internal processes
user luggage Develop new business
transport trolleys
LAP GmbH Enabler/ Laser projection  International Big Early Optimise customer processes
Laser for worker adopter
Applikationen solutions provider  guidance in
manufacturing
industries
PANDA GmbH Enabler/ Al-based loT National Small Early Optimise customer processes
solutions provider  solutions for adopter
production
processes
q.beyond AG Enabler/ loT edge National Big loT pioneer Optimise customer processes
solutions provider  solutions Develop new business models
Schildknecht AG Enabler/ Wireless loT International Small loT pioneer Optimise customer processes
solutions provider  solutions (Europe)
TELOGS GmbH Enabler/ Intralogistics International Medium Early Optimise customer processes
solutions provider adopter
Main findings

The interview findings provide useful insights into the drivers, obstacles and benefits of loT uptake by
manufacturing firms in Germany. Further information about case study findings is provided in Annex 4.A.

The strategic objective for lloT uptake most frequently reported is to optimise production processes
and/or strengthen customer relationships:

e In large firms, 0T uptake is part of a broader digital transformation strategy and aims to achieve
both objectives. Smaller firms tend to implement narrower projects with a more operational focus.
e Many firms also regard the 10T as having the potential to enable new business models.

e The motivation and opportunities to adopt the IoT are strongly firm-specific. In particular, uptake is
higher among firms facing challenges for which a ready-made loT solution is available.
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lloT uptake depends on firms’ size, sector and business model:

Small companies have limited resources to start and undertake loT projects. They do not have the
skilled staff or even a dedicated department for digitalisation: a digitalisation expert is typically
employed in companies with at least 250 employees. Therefore, they often lack sufficient inhouse
expertise to assess the potential of the loT and manage its implementation.

The type of IoT devices and applications adopted are strongly influenced by the sector in which
firms operate, e.g. hazard detection in the chemistry sector, radio interference in metal companies.
In addition, sector-specific standards and processes affect loT adoption in firms.

Industrial production processes and machine parks, which are at the core of IloT solutions, differ
significantly from company to company with regard to the level of automation, supported
applications, level of standardisation and age of the machines in place.

Data represent both a driver and a precondition for many IloT solutions: the more data are available
to the using firm and the better their quality, the higher the potential benefits from many loT
solutions.

Costs are a significant hurdle, especially in smaller companies with their limited budgets:

Firms’ interest in the lloT competes with other important projects and day-to-day business activities
in terms of time and resources.

lloT providers with a specific focus on SMEs offer solutions to meet their needs, e.g. simple and
fast loT solutions at a fixed price that can be expanded at a later stage.

Public funds for training, trials and financial support are essential to lower barriers for SMEs to
define and implement loT projects.

As a positive cost-benefit balance is key to driving lloT uptake, benefits need to be identified:

For some specific 10T solutions, positive effects are easy to trace, e.g. remote monitoring can
reduce travelling up to 100% and results in measurable cost reductions.

However, a cost-benefit analysis is hardly feasible for most lloT solutions, e.g. Al-based IoT for
predictive maintenance, which are implemented within complex and constantly changing systems.

Early adopters are typically convinced about the positive effects of the lloT on efficiency and
competitiveness. They have learned to assess the “broader picture” of [loT adoption rather than
the effect of single 10T solutions. They also report a positive contribution of the lloT to address
pressing challenges, e.g. maintaining production running despite a shortage of skilled workers. The
positive feedback from these companies typically serves as an incentive for new IloT adopters.

Technical and operational aspects can be a challenge for lloT implementation:

Digital security and data protection concerns are among the major barriers to lloT uptake. These
concerns are even stronger for the loT than for other ICT tools due to the much larger number of
connected devices. While digital security and data protection issues tend to be neglected by firms
at the early stage of loT adoption, they become an obstacle to further deployment.

Interoperability and scalability also play an important role. Many firms prefer flexible, scalable and
versatile solutions which can be easily integrated into the user’s technical systems. Technology-
neutral solutions are preferred by many enterprises that use different technical standards and
interfaces.

MEASURING THE INTERNET OF THINGS © OECD 2023



|93

e Some firms employ machinery whose design and installation are highly customised, thus making
their replacement costly. Instead of replacing old machinery with new ones equipped with the loT
devices, firms, especially SMEs, tend to rely on retrofit solutions, with the old machinery remaining
in operation while IoT solutions are plugged in.

Finally, soft factors play an important role in loT uptake:

e Decision makers’ positive attitude towards innovative technologies is essential. It sets the
precondition to drive loT adoption.

¢ An open-minded corporate culture also facilitates the implementation of the loT.

e The involvement of employees increases the probability of success of the IoT. Workers’ concerns
about the loT should be addressed from the beginning. Also, it is important to show the potential
benefits of 10T solutions and provide training for all employees involved in the process.

Results from the case study in Brazil

Background on IloT in Brazil

This section’ presents an overview of the manufacturing industry? in Brazil. It also includes evidence on
the use of ICT in Brazilian companies, so as to assess the technological readiness of the Brazilian economy
in general and that of manufacturing companies.

Since the 1990s, the economic weight of the manufacturing sector has been declining in Brazil. In 1985,
the sector accounted for 36% of gross domestic product, whereas it only represented 11.3% in 2021.

The manufacturing industry is labour-intensive in Brazil. In 2020, the sector had 6.9 million formal
employment contracts, corresponding to 14.8% of the total number of contracts. Industrial activities in
Brazil have been traditionally concentrated geographically along the South-Southeast axis, in particular in
the state of Sdo Paulo, although concentration has decreased over the last decade. In terms of
socio-economic and demographic indicators, the South and Southeast regions present a higher level of
social and economic development and host a large portion of the Brazilian population. Regarding ICT
adoption, over the last decade, there has been a significant increase in basic connectivity among Brazilian
enterprises, with most companies having Internet connections via fibre optics. However, using ICT is far
from widespread, a decisive factor in their overall performance. For instance, although most companies
use ICT in their everyday tasks, only 54% have a website and 36% pay for online advertising.®

Broadband access via fibre connections is available in all Brazilian regions. In 2019, 67% of all firms with
Internet access had a fibre connection. In the South and Southeast regions, where manufacturing is
concentrated, this share was 66% and 69% respectively. However, 91% of large firms in Brazil had a fibre
connection against only 65% of small ones (CGl.br, 2020p26)). The availability of fibre connections makes
it possible for firms to access fast-speed Internet, a key feature for the adoption of the IoT: in 2019, 70%
of Brazilian firms reported download speeds of over 10 Mbps (CGl.br, 20202¢)).

Cloud computing is another key requisite for the large-scale use of the lloT. Indeed, the need to process
and store large volumes of data in real time and with high speed requires companies to use cloud services
to optimise their processes. The available evidence suggests that Brazil occupies an intermediate position
in comparison to European countries (Figure 4.10).

In 2021, 14% of Brazilian enterprises reported using smart devices or loT applications, a proportion that
was higher among large enterprises (21%). The use of the IoT was lower in manufacturing (11%) relative
to information and communication (36%) and real estate, professional, scientific and technical, and
administrative and support service activities (18%). Among manufacturing firms, the main purpose for
using loT sensors and smart devices was to support security (86%) and energy consumption (51%).
Applications directly connected to production processes were less mentioned (46%) (CGl.br, 202227)).
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Figure 4.10. Use of cloud computing services in enterprises with Internet access, Brazil, 2019, and
European countries, 2020
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Sources: CGl.br (2020p2s)), ICT Enterprises 2019: Survey on the Use of Information and Communication Technologies in Brazilian Enterprises,
https://cetic.br/en/pesquisa/empresas/indicadores/; Eurostat (20227;), Comprehensive Database, https://ec.europa.eu/eurostat/web/digital-
economy-and-society/data/comprehensive-database (accessed on 1 February 2022).

Industrial 1oT in Brazil: Case studies and lessons learned

Overview

The case study in Brazil comprises in-depth interviews* with six lloT-using enterprises in the manufacturing
sector and four lloT-supplying enterprises, complemented by further company information. The interviews
were conducted on line between 23 February and 27 April 2022.

The process of selection and invitation of the enterprises were supported by recognised organisations in
the field, such as the Centre for the Fourth Industrial Revolution (C4IR Brazil)® and the Brazilian Industrial
Internet Association (ABII).® Field data collection was co-ordinated by Cetic.br/NIC.br, with the support of
an outsourced research company (lpec). All results were transcribed (in Portuguese) for supporting
analysis.

Most of the lloT providers are small companies involved in the integration of sensor parts, installation of
devices and data analysis for customers. There was greater diversity for lloT-using enterprises, with
companies of different sizes and economic activities. Due to the geographic distribution of manufacturing
activities in Brazil, most enterprises interviewed were in the South and Southeast regions of the country.
Table 4.5 shows the main characteristics of the enterprises studied.

Table 4.5. Main characteristics of the Brazilian firms selected for the case study in manufacturing

Geographica Company Experience

Company Role in the industrial loT Technological focus/industry | market size in the loT
Ergomais Industrial enterprise/user Manufacturing of ergonomic National Small Starter
products
ASW Brasil Tecnologia Industrial enterprise/user Manufacturing of power grid International Small Starter
em Plastico distribution components
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Company Role in the industrial loT Technological focus/industry Geographica Company Experlence
| market size in the loT

Selco Tecnologia Industrial enterprise/user Manufacturing of compressors International Medium Starter
and automotive parts

Industrias Mangotex Ltda  Industrial enterprise/user Rubber components for the International Large Early adopter
automotive industry

Rochel Ferramentaria Industrial enterprise/user Machinery devices National Small Starter

Ltda

Embraer Industrial enterprise/user Aviation International Large Early adopter

Hedro Sistemas Enabler/solution provider Firmware loT solutions National Small Early adopter

Inteligentes

HarboR Informética Enabler/solution provider Cloud and data loT and Al International Small Starter

Industrial Ltda solutions

AlQuatro Enabler/solution provider Firmware, cloud and data loT National Small Starter
and Al solutions

Dynamox SA Enabler/solution provider Firmware, cloud and data loT International Medium Early adopter
and Al solutions

Main results

The following section presents the main findings from the interviews as well as further information from the
studied cases. The dimensions covered by the questionnaire were divided into four parts: i) implementation
and solutions; ii) connectivity and technologies; iii) perceived benefits and barriers; and iv) lessons learned.
Further details about the case studies’ findings are provided in Annex 4.B.

Implementation and solutions

Most lloT implementation projects in the firms studied were in an early phase. The projects were limited to
only some of their machines in order to evaluate the opportunity to enlarge the use of these technologies.
Although most enterprises stated that the cost of installing sensors in their machines was modest, they
were quite reluctant to scale up their use.

In general, respondents reported that the implementation of [loT solutions brought benefits to enterprises,
in particular in functions related to predictive maintenance. Energy efficiency or production automation
solutions were rarely mentioned and there was no mention of uses related to quality control or product
customisation. Therefore, among the enterprises interviewed, the IloT seems to be used in specific
segments of the production line, mainly to improve production support processes.

The limited scope of lloT use suggests that implementation is at an experimental stage. This hypothesis
was confirmed by several respondents, who pointed out that the IloT applications were being tested to
learn about their benefits and to prepare the enterprise for a possible, larger utilisation of the IloT. Most
lloT applications are used in old machinery to optimise their use or in pilot projects to evaluate new
solutions. The interviewees indicated that projects were perceived as a transition to new modes of
production.

In the enterprises interviewed, lloT sensors are mainly used for monitoring and collecting data on
production machines, thus, digitising processes previously carried out by employees. Digitisation has made
data collection more efficient and has improved data quality. Some respondents stressed the importance
of the daily operation of lloT sensors, which makes it possible to collect data throughout the day and
generate more accurate and timely information about the performance of machines that are crucial for
enterprises.
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Few lloT-using enterprises reported strategic use or advanced analysis of the data generated through the
lloT. In general, the companies providing lloT solutions provided the sensor data analysis as an additional
service. lloT-using enterprises reported either that they were satisfied with a basic use of the information
collected through the IloT or that it was difficult to motivate their teams to carry out more complex analyses
of the lloT data.

Regarding machine adaptation, lloT-using firms reported that IloT solutions do not demand complex
specifications and only require the installation of sensors, which are usually plugged into the existing
equipment. As for the lloT providers, the interviewees pointed out the low production costs of the sensors
and their flexibility of use and indicated that their revenues come mainly from maintenance and data
analysis services.

Connectivity and technologies

Most lloT-using firms reported that few modifications were required to connect the machinery in use to the
Internet in order to implement lloT solutions. Some indicated that it was necessary to increase the
contracted Internet speed or change the routers’ positions. The need to install private networks was not
mentioned and some reported using mobile connections. lloT-producing enterprises confirmed that lloT
devices have few requirements for connectivity, a characteristic that, in their view, makes their
implementation feasible for firms.

Very few enterprises reported using the 1loT in combination with other Industry 4.0 technologies, such us
3D printing and Al. Many respondents stated that greater integration of production lines with customers
and suppliers would be necessary to implement Industry 4.0. Most enterprises reported using cloud
services and even before the implementation of the lloT.

Perceived benefits and barriers

Most respondents reported that the use of lloT applications increased their firm’'s competitiveness by
reducing the costs associated with machine breakdowns and production outages. Interestingly, some firms
expressed the view that implementing the 1loT in their processes was inevitable since their competitors
were already using this technology.

Although the strategic use of the data generated by the lloT seems basic, the enterprises interviewed
regard it as a valuable resource to improve their performance. They also expressed the view that the
development of data-driven decision making was inevitable and should be promoted. However, it is likely
that lloT-using firms will continue to rely on the use of data intelligence provided by IloT suppliers, as most
respondents pointed out a lack of human and technical resources and regarded the creation of a data
department in their firm as unnecessary.

Despite the simplicity and the low cost of lloT solutions, the interviewees showed some reluctance to scale
up their use. Some respondents stressed that the implementation of lloT solutions needs the support and
commitment of senior management. Others pointed out the importance of effective strategies to change
long-established routines in firms. This involves showcasing the potential benefits of the lloT for the firm
and dealing with workers’ concerns about their being replaced by the technology. Similarly, some lloT
suppliers pointed out the need to convince company managers of the benefits of the lloT as well as
resistance to changes in production and organisation in adopting firms.

Importantly, the interviews showed low awareness among lloT-using firms of digital security risks that may
arise from greater interconnection between machines and devices. As most firms rely on standard Internet
connections to operate their lloT devices, the respondents did not reference the need to improve network
security or implement digital security risk mitigation practices. On the contrary, lloT providers seem to have
been made more aware of digital security risks by the cloud computing companies through which they
provide lloT services.
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Lessons learned

Among the requirements for successful implementation of the 1loT in firms, the interviewees highlighted
the need to involve teams from all relevant departments, raise their awareness of the benefits of the
technology and promote a company mindset more open to change. lloT implementation is generally
regarded as a process driven by the whole firm rather than limited to a specific area or department.

Respondents also stressed the importance of public-private partnerships in providing financial and
technical support to firms. Demonstration environments for IloT solutions appear to be important for
enterprises, as they put providers and users in relation, thus raising awareness of the potential benefits of
the technology. Dedicated business events are also regarded as critical for sharing experiences about lloT
adoption by firms.

Public policies were widely cited as an important channel to finance technological upgrades in firms, in
particular in the form of non-refundable loans and tax relief on the acquisition of components. For instance,
one lloT-using firm reported having benefitted from the support of C4IR Brazil as part of its programme to
promote Industry 4.0 among SMEs. lloT providers are also regarded as key stakeholders for lloT
deployment, in particular to raise skills in lloT-using firms.

Final remarks

In most cases, the use of the IloT in the manufacturing industry in Brazil appears still incipient and limited
to a few processes and machines. All enterprises interviewed, whether implementing a one-off project or
in an advanced stage of adoption, have stressed the benefits of adopting lloT solutions, in particular in
terms of improved predictive maintenance, less severe breakdowns and less frequent production outages.

All respondents have highlighted that lloT solutions are relatively easy to install, affordable and do not
demand major adaptation of the machines in use. Connectivity requirements are also considered simple,
making it feasible to expand lloT solutions to all machines in the firm. Changing the firm’s mindset and
ensuring senior management’s commitment are key factors for successful lloT adoption.

At present, data analysis services are mainly provided by IloT providers and account for a large part of
their revenues. These firms are moving towards Al and cloud computing applications that constantly
monitor customers’ machines.

As for the role of policy, non-refundable loans, tax relief, technology demonstrations and business events
are all regarded as important measures to promote lloT diffusion.

Conclusion

The case studies presented in this chapter provide examples of the potential benefits of loT use in
manufacturing. However, these findings are qualitative in nature. They should be supported by more
quantitative analysis on the effects of loT adoption on firms’ performance, e.g. productivity and growth. The
scope of the analysis should also be enlarged so as to cover all firms and sectors.
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Annex 4.A. Case studies on the lloT in Germany

lloT providers

PANDA GmbH

The company PANDA GmbH’ was founded in 2018 as a spin-off of a project with the Helmut Schmidt
University in Hamburg. The company has about 30 employees and serves mainly larger industrial
companies, especially in the national market. The company’s main focus is on the use of Al in industrial
manufacturing. PANDA’s main customers are machine manufacturers that integrate Al solutions into new
machines and machine operators that use Al as part of retrofit solutions. The better the data quality in the
production processes, the more efficiently Al methods can be applied.

PANDA supports its customers in identifying and sustainably eliminating the causes of system downtimes
and rejects with the help of sensors and Al. For this purpose, an Al construction kit was developed that is
specially tailored to the needs and challenges of German mechanical engineering champions. This enables
customers to find the causes of production problems in a data-driven manner and to implement pattern-
based control strategies. After an onsite inspection and a sensor selection, a customised Al solution is
designed based on a modular system. The solutions are scalable and can be easily integrated into the
customers’ existing technical infrastructure (mostly in the switch boxes of machines). Subsequently, the
technical implementation on site, e.g. attaching sensors, cables and network, can be completed within
one week. After a two-week period of collecting data from the customer, an evaluation of the production
data can commence on site.

Most customers decide to evaluate and control individual production chains or individual machines in an
automated way. For example, the Al algorithm can be used for quality control, advanced condition
monitoring and predictive maintenance.

The modular Al system comprises more than 40 algorithms that process data from mainly visual and
acoustic sensors. The algorithms are based on open-source software. PANDA also uses inhouse
hardware, such as industrial computers and a variety of (standardised) plug-and-play sensors.

Implementing PANDA'’s Al solutions has had a very positive impact on the efficiency of the customers’
production processes. Overall, data from PANDA'’s customers prove that 50% of machine failures and
malfunctions can be detected and recognised in due time with relatively simple sensors. For production
processes of critical products with rare defects (due to human error), automating quality control can achieve
cost savings of 30-50%. In the case of common errors, the Al can identify and correct causes far more
quickly and easily.

Al also helps customers optimise machine settings and improve fine-tuning during production. By reducing
cycle times, cost savings can be achieved and an increase of 5-10% in the number of products can be
realised. Al can also automate manual work steps, e.g. in robotics: robots are programmed and tend to be
inflexible for unexpected events. Therefore, the work of the robots can be improved by using Al in the
camera systems for example, making the robots “smarter” so that they can better handle fluctuations and
deviations.

However, since Al is only relevant in business since about 2016, industrial enterprises do not yet have
sufficient awareness of the commercially viable use of Al in their business model. Mechanical engineering
in particular is a very traditional industry. They need to be convinced by traceable economic arguments
such as cost savings and reduction of competitive pressure.
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The lloT also poses a major infrastructure issue due to its complexity and the paradigm shift of introducing
IT technologies into the mechanical engineering world. Through close involvement and consultation with
customers and the demonstration of benefits, possible concerns can be resolved for practical
implementation.

LAP GmbH Laser Applikationen

LAP & was founded in 1984 and is a leading global supplier of systems that improve quality and efficiency
through laser projection, measurement and other processes. The company has more than 300 employees
who work at 8 locations in America, Asia and Europe and generated a turnover of
EUR 63 million in 2019. LAP’s customers are companies of different sizes from a wide range of industrial
sectors in the national and international markets; however, the focus lies on industrial manufacturing and
healthcare applications.

The company’s laser solutions are used in various industrial loT environments. Laser projection systems
are used as visualisation aids (digital templates) to guide their customers’ employees. The target group is
workers in the production process who are supported by laser contours displayed on a wide variety of
material surfaces. The laser system projects clearly visible assembly instructions directly onto the work
tool or components, e.g. where a hole must be drilled or a rivet must be placed. The application possibilities
in industrial production are broad. The solution is utilised, for example, for the production of large-scale
rotor blades for wind turbines, on which the digital template guides the workers step by step through the
production process.

On the other hand, the aerospace industry relies on composite parts manufactured using LAP’s laser
projection systems. The information for the laser projection system is obtained from customers’ computer-
aided design data and is processed in the laser projectors (hardware) and the corresponding control
software installed on site. LAP’s project management and service department is involved in delivering the
projects to customers. Since manual production remains very important in many industries, laser
technology leads to a noticeable increase in efficiency and quality. In many production scenarios, laser
projection systems and digital laser templates are now a recognised standard manufacturing tool. The
solution is flexible, scalable and can be integrated into most existing customer environments.

The experience of LAP indicates that increasing efficiency for the production process constitutes the main
driver to adapt the loT solution. Many customers state their intention to produce more efficiently, in a more
cost-effective and faster way, while maintaining overall product quality.

The solution must be flexible, scalable and versatile from a customer’s perspective. Some customers use
laser systems to manufacture small batch sizes since laser systems are cost-effective and can be
implemented quickly. Due to production complexity, the equipment needs to be increasingly deeper
integrated into the customers’ technical infrastructure. At the same time, the technical infrastructure has to
be flexible and versatile. Thus, standardised interfaces and protocols are essential so that a large number
of customers can deploy these solutions.

The customers’ data represent the solution’s driver and prerequisite. The more data are generated in
production, the more these can be specifically evaluated. In this context, laser systems are one additional
source of data within the overall production process.

The customers’ workers have to be included in the implementation process from the beginning: the laser
projection does not represent a full automation solution but rather a partial automation which means that
workers are supported in selected manufacturing activities while still performing the manual work.
However, it is highly important that workers perceive the benefits and relief in their daily activities.
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Therefore, companies are advised to include system users in the implementation process and train them
accordingly. Positive experiences during the implementation phase and also later during operation are key
success factors. In addition, the visibility and measurability of efficiency gains in industrial production are
also important for companies. In an evaluation, it was observed that production speed could be increased
by 50% through laser support, in addition to the increase in production quality.

q.beyond AG

q.beyond® was established in September 2020 by a rebranding of QSC AG, which was founded in 1997.
The company has about 1 100 employees nationwide and generated about EUR 155 million in revenue in
2021. This information technology (IT) solutions provider integrates relevant technologies in the field of
loT, cloud and IT outsourcing, and systems applications and products (SAP) services and operates its own
data centres. The customer focus of gq.beyond is on German SMEs, mainly medium-sized businesses in
the retail, industry and energy sectors. q.beyond generated about two-thirds of its revenues in these three
sectors in 2020.

The IoT first played a role for g.beyond in 2011 when Federal Ministry of Education and Research
(Bundesministerium fiir Bildung und Forschung)-funded project SensorCloud was launched to transfer
sensor-based data to the cloud. At that time, however, no standardised devices were available. In 2018,
g.beyond decided to take up IoT deployment with a focus on edge computing, especially for the industry
segment. It developed its own hardware and related services in the context of its product and service
portfolio, enabling SMEs and the German Mittelstand to implement Industry 4.0. Industrial 10T solutions
are provided to machine producers to develop smart machines as well as machine users to connect their
existing machines (retrofit). These clients typically intend to provide remote services (machine
manufacturers), optimise their processes (machine users) or develop new services and business models.

g.beyond provides customer-oriented IoT solutions combining consulting, hardware and software
development, and a scalable loT cloud solution based on hyper scalers such as Amazon Web Services,
Microsoft Azure, SAP and others. The offers reflect the clients’ demand for low risks and operating costs.
For example, a functional loT demonstrator is ready within 100 days at a fixed rate and fully managed
edge devices are provided on a rental basis, including applications at a monthly rate of approximately
EUR 150, depending on the number and complexity of applications licensed or hosted on those edge
devices. Data centres operated in Germany are able to meet the need for high data security. q.beyond
reported growing revenues in its cloud and IoT segment (about 18% in 2020) and sees lloT integration as
a growth driver.

Overall, g.beyond observes that industrial enterprises are aware of the loT potential for their business in a
very general sense. They understand that the loT can strengthen their competitiveness and can also help
to overcome the shortage of skilled workers, which is one of their most pressing problems. Nevertheless,
it is a challenge for companies to make the necessary decisions in day-to-day business and to move
projects forward. Small companies have no fixed responsibilities for digitisation projects or specialised
departments. According to q.beyond, this can be typically found in companies with at least 250 employees.
Very small companies need a public support structure to get closer to the 10T. A cost-benefit analysis is
important for them, as they are concerned about costs and vendor lock-ins. If the benefits are obvious,
they are convinced to implement the loT.

German SMEs in the industry sector are a very heterogeneous group; accordingly, their needs for the lloT
are very different, e.g. their machine parks differ regarding age and connectivity. A comprehensive initial
analysis is often required to create a uniform database to proceed with further data analysis. Most clients
are very sensitive about the data generated by their machines and would prefer the data to remain in the
device or on premises as this is also associated with value creation. The loT, however, requires
connectivity of the machines, at least to provide software updates, remote services or manage disruptions.
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The concerns about allowing access to the machine data need to be met by trustful services. Moreover,
the clients themselves need control to work with the data.

Schildknecht AG

Schildknecht'® is a provider of industrial wireless solutions based in Baden Wurttemberg. It was founded
in 1981, has 15 employees and generates about EUR 2 million in revenue per year. The company has a
strong engineering focus and specialises in software development. Schildknecht's customers include
companies of different sizes from a wide range of industrial branches in the national and international
markets.

Schildknecht is an “loT pioneer” with long-standing experience: it started to develop loT solutions in 2009
and launched its first loT edge gateway in 2013. Since then, Schildknecht has developed its own product
line (DATAEAGLE) for radio data transmission systems. In addition, it is an loT system provider in the field
of remote maintenance, telemetry and machine to machine (M2M) solutions, as well as condition
monitoring. Its focus is on the provision of safe and stable radio transmissions for industrial use (e.g. for
cranes, transport vehicles, the paper and pulp industry). Tasks outside the core business (e.g. hardware
production or data analytics) are consistently outsourced.

The loT focuses on connecting machines and plants across the value chain, i.e. between different locations
and companies. This approach often requires international connectivity, e.g. cranes in remote places
worldwide. In order to connect loT devices, Schildknecht makes use of cellular connectivity.

International connectivity challenges are solved by roaming via embedded subscriber identity module
(eSIM) to automatically connect to the most suitable network out of 400 mobile service providers. Given
the heterogeneous customer group of Schildknecht, the size and duration of 0T projects vary significantly:
they range from highly standardised short projects to complex projects in close co-operation with their
customers.

According to Schildknecht’s experience, the customer’s motivation to start IoT projects strongly depends
on the sector conditions and requirements (e.g. companies in the crane industry generally have similar
needs). Besides that, the reasons for implementing the IoT are company-specific and can be driven either
by technical or marketing issues. Moreover, some companies have a demand to solve a narrowly defined
specific task (e.g. to optimise the maintenance of a specific machine), while others have a vague plan to
implement the loT or are forced into stronger digitalisation, e.g. by their shareholders. Overall, the “pain
point” needs to be persistent and inconvenient enough to trigger the loT investment.

Schildknecht states that small companies typically have limited budgets for digitalisation and often prefer
uncomplicated projects at low costs to start with the IoT. To meet this need, Schildknecht has developed
low-threshold retrofit projects that can provide a ready-to-run solution within three days for a fixed budget.
The scalability of those projects can become a challenge, as clients are reluctant to deal with this issue
from the beginning. At a later stage, however, it is more difficult to solve. Schildknecht perceives that an
adequate strategic priority for IoT projects set by top management is key for their successful
implementation. This precondition can often be found in family-owned medium-sized businesses with fast
and uncomplicated decision-making processes. Conversely, large companies tend to have unclear
responsibilities in their hierarchical structures that could delay the implementation of 0T projects. Besides
that, they often prefer insourcing loT projects, even if this approach involves many more resources.

In line with the strategic priority and top management support is the need to involve the employees in the
loT implementation from the beginning in order to ensure broad acceptance across the company. Overall,
loT projects are perceived as most useful if they are able to deal with specific “pain points” and result in
obvious benefits. Then, hurdles are easy to overcome. For example, a small greenhouse operator with a
strawberry plantation invested in sensor-based watering to avoid getting up at night. Another example is
the automatic, radio-based recording of user frequency at rest areas of Austrian railways that enables
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databased optimisation of the cleaning service. The rapid improvement of quality and cleanliness of the
rest areas immediately proved the loT solution’s advantages.

TELOGS GmbH

TELOGS GmbH™" was founded in 2000 and now has its headquarters in Wettenberg in the district of
GieRen in central Germany and another service location near Berlin. The company has about
60 employees and generates a turnover of more than EUR 10 million. The company’s main focus is
providing automated intralogistics systems and support services, including maintenance, inspection and
servicing, as well as consulting and planning. TELOGS is a general contractor and a specialist in brownfield
approaches, i.e. the modernisation and expansion of older machinery (retrofit).

Germany represents the company’s core market, where the company serves medium to large customers
from a very wide range of sectors, including pharmaceuticals, mechanical engineering, food industry,
among others. An important business area of the company is (digital) retrofit, an important concept in the
IoT context: old machines and plants are integrated into modern IT systems. The reasons for retrofit
solution demand among TELOGS’ customers are manifold: higher probability of failure of electrical
components, spare parts no longer available, technical know-how in the companies decreasing with regard
to old machines, equipment manufacturers no longer on the market or with a different business model
(i.e. support for the machine no longer given), outdated IT landscape and lower equipment safety. As a
result, the availability of many machines usually decreases noticeably after 10 to 12 years. Nevertheless,
in many companies, there is little motivation to switch off the old machines, as they tend to be very
customised in design and installation and thus can only be replaced with great effort. With many TELOGS
solutions, the machines remain in operation almost continuously during the retrofit.

TELOGS'’ portfolio of solutions in intralogistics ranges from IT and/or programmable logic controller (PLC)
modernisation and upgrading of the control system to complete conversion, including replacement and
expansion of the mechanical assemblies (with the modernisation of mechanics, control technology and
drive technology).

TELOGS supports its customers during and after implementation via the 1oT: with the help of remote
maintenance, the customer’s current system status is visible to TELOGS. Through networking, TELOGS
can connect to the displays of the machines and directly support technicians on site with troubleshooting
and maintenance.

Customers generally fear operational downtime when retrofit measures to maintain machine performance
are carried out. Therefore, TELOGS often implements a multistage plan with continuous modernisation
that is implemented over several weeks, months or even years (with larger machine parks) and carries out
the retrofit while the machines remain in operation. The retrofit measures significantly reduce maintenance
costs for TELOGS’ customers and extend the machine’s life to 10 years with 97-98% operational reliability.

TELOGS closely involves its customers in the retrofit process. First, a joint concept is developed and the
actual and target status is defined from scratch. Clear objectives, a common understanding and a jointly
agreed plan at the beginning of an loT project are key success factors. In this context, it has also proven
important that process risks are significantly reduced, e.g. through the development of fallback scenarios,
and that machines typically continue to be productive during the retrofit.

TELOGS’ customers positively emphasise that there is also no intervention in the building structure and
that resources are conserved. Some fundamental challenges of retrofitting are the different technical
interfaces and lack of technical standards. Technical integration can only be resolved through close
co-operation and co-ordination between TELOGS and the technicians on site. Due to interferences in the
processing or storage area and high process risks with wireless solutions, TELOGS relies on optical
transmissions while using Ethernet to connect the controls to the host system. TELOGS uses virtual private
network access for the remote maintenance connection to the customer’'s machines. Although TELOGS’
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portfolio in terms of retrofit covers a very large variety of solutions, some limitations remain, as it is
impossible to increase the performance of the mechanics of the machines. Likewise, process changes can
only be implemented to a limited extent. Furthermore, retrofitting is not economical with a massively
damaged machine fleet.

lloT users

Kreyenberg GmbH

Kreyenberg'?is a family-owned company headquartered in the Norderstedt area in northern Germany near
Hamburg. Kreyenberg has developed into a major supplier of precision mechanics and machining
technology. The company has over 200 employees and generates a turnover of over EUR 20 million.
Kreyenberg has a high level of vertical integration in mechanical engineering and frequently supplies its
(mostly national) customers with components that they are unable or unwilling to manufacture themselves.
The company serves customers from a very wide range of sectors, including automotive, aerospace,
mechanical engineering and medical technology, among others.

One major focus of the company is on computer-controlled manufacturing using the IoT for process
optimisation. Within the scope of machining, the company masters many production processes and is a
supplier of complex components and electronic modules. During production, networked computer
numerical control (CNC) machines are used. By using control technology, these machines can
automatically produce high-precision pieces and even complex shapes. For this type of manufacturing,
3D data (digital twin) of the desired component is always necessary. Based on these data and its tool
database, a numerical control (NC) programme is created describing the strategy to manufacture the
component.

The NC programme is then transferred to the machine, where the tool stock is monitored. A software-
supported comparison between the tools needed for manufacturing and the tools mounted in the machine
delivers the net requirement of tools. The setup processes derived from this are then made available to
the employee in digital instructions. The process data made available by the deployed software are used
to optimise the production flow and work processes. The data are also used to evaluate which tools are
frequently used so that setup costs are reduced and there is less tool wear. This approach has saved
Kreyenberg from purchasing new tools for the last three machines. Other technologies are used throughout
the production process: for example, Al is used for calculations and robotics for machines that
autonomously refill materials.

The use of the IoT in the company is strongly strategically motivated: competitive and cost pressures at
home and abroad and the motivation to maintain a location in a high-wage region are contributing to a
steady increase in the use of digital technologies. Implementing a high degree of autonomy is difficult, as
the processes are sometimes very specific and vary greatly due to customers’ requests. In order to still be
able to satisfy many customers, Kreyenberg has a wide range of machines available for different materials
(with regard to the type and dimensions of the parts). Kreyenberg owns a very modern machine park; all
machines are connected to the network. Using process automation in the company and standardised
interfaces facilitates internal work processes and improves external communication with customers and
suppliers.

In metal processing, technical difficulties arise when using wireless technologies. Due to these specific
challenges, RFID-based tracking was classified as insufficient for use in intralogistics in a proof of concept.
Ethernet is mainly used to network the equipment. At the same time, the company had strong support and
backing from its management with an intrinsic motivation for making processes more efficient. Due to the
high degree of technical and organisational complexity, change management is very important and
practised throughout the company. In this environment, establishing loT processes is relatively easy.
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However, the fact that employees are open to embracing change management requires that the benefits
of digitalisation projects are clearly communicated and demonstrated. A constructive working atmosphere
(average length of employment 10 years; about 20% of the employees were trained in the company) and
positive experiences, in the implementation of pilot digital processes for example, also facilitate the
implementation of further loT solutions. Furthermore, the use of an internal digitisation advisor in the
company, who is deployed at the request of the management, represents a significant success factor.
However, it should be noted that Kreyenberg is a big enough company to be able to afford such a
consultant, whereas smaller companies would find this much harder to realise.

Siegwerk Druckfarben AG & Co. KGaA

Siegwerk'® is a leading manufacturer of printing inks and coatings for packaging, as well as magazines
and catalogues. Headquartered near Cologne and with sites around the world, Siegwerk provides its
services to clients in the international market. In 2020, Siegwerk had 4 965 employees (about half of them
work in the Europe, Middle East and Africa region) and EUR 1 141 million in global sales.

At Siegwerk, the 10T forms part of a comprehensive digital transformation strategy that has been developed
since 2017. loT-related projects are designed to contribute to different strategic objectives, i.e. high
customer service quality, high efficiency of internal processes and being an innovation leader in the
industry. Besides that, these projects are considered to provide potential for innovative business models.

More specifically, the 10T plays a role in different digitalisation projects, among them:

e A fully automated production facility at the Blending Centre in Siegburg, which is the largest
European project of its kind (opened in December 2019).

e A digital platform for automatic ink management for customers, which allows resource
management, make orders and estimate future needs (MylnkRoom, launched in May 2018).

e An augmented reality-based solution that enables Siegwerk experts to interact remotely with
customers or inhouse technicians in real time (INKonnect, launched in June 2021).

The loT at Siegwerk has an international scope and is deployed at sites across the world. It covers several
parts of the value chain, including clients and suppliers. Siegwerk operates the loT platform and
incorporates open-source solutions, which brings the benefits of using state-of-the-art technology and
offering high flexibility to company requirements simultaneously. The platform is scalable and divided into
micro services to efficiently implement new solutions despite the high heterogeneity of sites.

loT implementation poses challenges for the company. According to Siegwerk, it is most critical to address
these challenges at an early stage. As loT projects involve a dramatic growth of connected machines and
devices, IT security risks significantly increase. Moreover, 10T solutions have to be integrated with
machines from different suppliers and in different environments. In addition to that, some industry-specific
requirements, e.g. regulations and standards for “ex zones” provide complex conditions to implement loT
solutions.

Clear responsibilities are needed to deal with both technical and operational issues. At Siegwerk, the
management guarantees a high level of strategic support and is perceived as a major success factor for
successful loT implementation. This is all the more important as the added value of a large number of such
projects cannot always be precisely quantified at the start of the project.

Project management and communication across cross-functional and transregional project teams are key
to bringing the solutions to international business locations, co-ordinated by a central department for
digitalisation. Various third parties, e.g. for software development, must be involved. For instance,
MylnkRoom was developed by a software partner within four months and then first tested in two Siegwerk
factories. A further 26 months were needed in an agile approach to iterate and expand the applications’
functionality and to deploy it across 20 sites.
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At Siegwerk, the benefits of loT implementation have been clearly demonstrated in various projects:

¢ In the production process, the loT has improved quality and efficiency due to the optimisation of
previously manual tasks. For example, using networked scales in combination with an own
application could reduce errors in the use of materials and achieve full transparency about the
existing stocks as well as automate information flows through several systems, resulting in a
reduction of correction cycles by an average of nearly 10% in these workshops and, at the same
time, the process’ cycle time could be significantly reduced. The collected data can also be used
to plan ahead.

e The digital platform MylnkRoom enables significantly decreased downtime of printing machines.
Moreover, it allows Siegwerk’s customers to check their stocks and place orders within seconds.
For Siegwerk, the service helps to further strengthen partnerships with their customers.

e The augmented reality-based INKconnect solution allows technicians to use both hands for
troubleshooting on site while being advised and instructed by Siegwerk experts. The customer can
increase its productivity and efficiency as waiting time and machine downtime go down, and thus
costs are reduced. For Siegwerk, the service strengthens its quality of customer service.

e Using loT data in combination with ML applications, Siegwerk was able to reduce quality induced
cost of specific production lines by nearly 70%. In particular, ML is used to identify trends in product
quality, predict future machine failures and support Siegwerk quality management experts in doing
root cause analysis.

TRUMPF SE + Co. KG

TRUMPF' is a family-owned company with headquarters in southern Germany near Stuttgart. It is one of
the world’s leading companies for machine tools, laser technology and electronics for industrial
applications. In the 2020/21 business year, the company generated a turnover of more than EUR 3.5 billion
with more than 14 000 employees. With upwards of 80 operating subsidiaries, the group is present in
almost all European countries, Aisia, North and South America.

The 10T has been a central part of TRUMPF’s business model for many years. Remote access to machines
has been implemented since the mid-1990s, at that time, via modem technology. In the following years,
remote services were further developed to achieve optimal use for business customers. The offered
customised solutions are very adaptable using a variety of communication technologies.

Recently, one major focus has been placed on processes in flexible sheet metal manufacturing. loT
solutions are used in machines for their own products as well as machines for customers. This includes,
for example, remote services on machine tools and the networking and connection of production planning
and order planning systems. Thus, TRUMPF helps to optimise processes and make smaller orders more
efficient for their customers.

The IoT in its own company has also become increasingly advanced, with TRUMPF opening its smart
factory in Chicago in 2017. In this technology ecosystem with its own data centres and cloud infrastructure,
employees, machines and software interact through fully digitised and automated solutions, e.g. sheet
metal workers experience networked manufacturing solutions. This increases the transparency of the
production so that the processes can be better planned, executed and controlled. At the same time,
production can be faster and more flexible. This is a decisive advantage, especially for smaller batch sizes.
In addition, all learnings from applying those new technologies within the smart factory are directly
transferred and integrated into the customer solutions TRUMPF provides with its products. In the future,
TRUMPF plans to develop its smart factory further along the supply chain.

Several reasons led to the increased development and use of 10T solutions for TRUMPF itself and for its
business customers, for example the optimisation of business processes, the extension of existing
products and services, and the realisation of completely new business models.
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For TRUMPF, in addition to networking within a location, which has been practised for a long time,
networking across different company locations has become increasingly important. In addition, networking
across several layers of the value chain, for example with customers, which also has been in practice for
some time, and with suppliers, is becoming strategically all the more important.

Since the connectivity of I0T solutions is an essential prerequisite, TRUMPF has aimed to design all
solutions to be as technology-neutral as possible. Depending on the application and industry, there are
different requirements for connectivity, not only in terms of bandwidth but also in relation to response times,
reliability and security. In addition, in some industries, the connectivity solution must take into account
additional issues, such as liability in the event of accidents or when the factory line is at a standstill, or
specific requirements, such as explosion protection in some process industries.

Due to the different technologies and systems, the complexity of specific loT solutions has also increased
significantly. TRUMPF has therefore decided to include network operators and equipment suppliers in its
loT solutions, which has proven to be a success factor due to the reduced uncertainty and cost benefits.
TRUMPF also emphasises the soft factors in the implementation of IoT solutions: an open exchange with
employees before and during the implementation of the loT solution, as well as the development of joint
solutions for technical, organisational and corporate culture issues, are success factors both in the
company itself and with its customers.

Wanzl GmbH & Co. KGaA

Wanzl'® is the world’s largest manufacturer of shopping trolleys and luggage transport trolleys. It produces
more than 2 million shopping trolleys per year. The business focus is on retail systems and shop solutions.
In addition, solutions for logistics, industry, airports and hotels are offered. Wanzl has about
4 600 employees in total, 2 200 of which in Germany. Sales amount to EUR 710 million. The company
operates 8 production plants, 27 subsidiaries and 50 agencies worldwide.

At Wanzl, the loT plays a significant role in its comprehensive digital strategy and innovative retail
concepts. In this context, the 10T is deployed to enhance the existing product portfolio and to develop new
services. For Wanzl’s retail customers, loT implementation focuses on process optimisation with related
benefits for customer satisfaction and an increase in profits.

Wanzl launched loT-based services at the EuroShop Fair in March 2017. At that time, several pilots were
conducted at retail companies in Germany, Switzerland and the United Kingdom. The core of Wanzl's loT
activities is wanzl connect, which has been developed to provide the related analytics and management
tools for connected shopping trollies, entrance control systems, cash register systems and other connected
devices. This software is able to cover various applications and services for different IoT use cases, ranging
from basic functions to highly complex scenarios. Among the most important projects are innovative
concepts and new shopping formats for the retail sector to establish 24-hour self-service. These are based
on automatic quick response (QR)-code-based entrance and self-scanning solutions, including payment
via an application that has to be installed on the customer’s smartphone. Here, Wanzl deploys hybrid
concepts for big flagship stores and very small markets (minimarket). Hybrid concepts combine traditional
shopping during normal opening hours with e-shop offers for authorised business customers day and night.
Minimarkets in different forms provide store revenues in addition to big stores and local supply in rural
areas.

Overall, lIoT implementation differs a lot between individual retailers and is also subject to country-specific
characteristics (e.g. the United Kingdom has shopping trolleys without a deposit system and, therefore, a
higher risk of disappearance; Germany has strong regulation for data protection).

Regarding connectivity, shopping trollies are equipped with RFID; additional sensors are distributed in the
shops. Different connectivity technologies transfer data and build on the existing network at the client site.
Wanzl claims that the technical solution options are highly developed: however, data analytics have not

MEASURING THE INTERNET OF THINGS © OECD 2023



1107

yet reached the market relevance they expected a few years ago. The current focus is on the retail sector
because of its size and scale effects. Other sectors are addressed with digital solutions according to
customer requirements and on a project basis. Overall, 10T technology is considered to have significant
potential for future growth strategies at Wanzl. A digitisation department with 15 employees is responsible
for driving these projects.

Wanzl| stresses that understanding the customer needs is essential to implement projects. The project
process should be closely co-ordinated with the client and the initial situation and objectives clearly defined
from the beginning. Retailers often have concerns about IT security and data protection. These must be
reflected in security concepts and secure networks. Typically, Wanzl makes use of standard products
whose high-security level is recognised. Data protection is critical, especially in Germany, due to its
legislation. Here, Wanzl ensures a high level of transparency, which is contractually guaranteed. The
technical implementation is designed to meet security concerns, e.g. certified sensors and data protection-
compliant video surveillance. One design principle at Wanzl is to deploy as few sensors and deal with the
lowest amount of data as possible to meet the client's data protection needs and keep costs and risks
under control.

Reference projects can prove the benefits of the loT. First of all, connected shopping trolleys enable
retailers to improve processes and better calculate the optimal number of shopping trolleys at their
shopping sites. In countries without a deposit system, shrinkage can be reduced. The potential to maximise
profits is closely related to better availability of shopping trolleys. Here, additional benefits can be generated
with shopping concepts that enable extended opening hours. These benefits have been proven in Wirth24
flagship stores, operated by German manufacturer of assembly and fastening technology Wirth that has
implemented this concept in several locations globally.
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Annex 4.B. Case studies on the lloT in Brazil

lloT providers

Hedro Sistemas Inteligentes

Founded in 2016, the company’s mission is to support other companies entering the paradigm of the Fourth
Industrial Revolution, providing a series of solutions for connecting the brownfield industries to the loT.

The company supplies sensors that, when attached to machines, generate several pieces of performance
information, to understand the state of the machinery with relatively low investment and rapid delivery of
results. The company supports the use of smart devices that generate information about equipment
degradation.

The company develops and assembles the sensors while their components are imported. These sensors
have firmware that collects the inertial data from the machines, enhances the data using edge computing
techniques and sends them to the cloud, in which the company offers a dashboard system for data
visualisation and an application programming interface to stream the data to other companies and start-ups
specialised in data analytics and Al.

According to the company, there is a growing market and room for increasing interest in the potential of
the lloT since most industrial companies are interested in monitoring tasks, with the opportunity of
enhancing the analysis of the generated data, without having to afford large investments in new equipment
that are already connected to the cloud. The company believes in a continuum that begins with the
monitoring, generation and treatment of data, enabling Al application development.

It is emphasised that the basic requirements for implementing the IloT are Internet connection and energy.
Awareness must be raised among customers of the importance of process improvements that are brought
about by the solution, providing support and training throughout the implementation.

The company must be prepared to deal with resistance from customers. For some companies, transferring
their data to an environment outside their boundaries can be seen as a risk. At the same time, digital
security issues must be considered because there is a risk of leaving the control of machines exposed on
the Internet and it is better to keep parts of the process still fully controlled in the places where the sensors
are installed.

As a provider of lloT solutions, there is a need to demonstrate their functioning with close monitoring and
management. This builds trust regarding the quality and accuracy of the data generated by the sensors.

The company feels that it is also necessary to act educationally, insofar as it is essential to demonstrate
the importance of technological updating, not only for customers but also to sensitise the public sector
about the need to support companies in adopting the IloT. The creation of technology demonstration hubs
could provide a place for stakeholders to meet and discuss the challenges and advantages of implementing
the lloT.

HarboR Informatica Industrial

The enterprise has been working for 25 years in the development and integration of industrial systems for
production planning and control, with customers in several countries in Europe and Latin America.
Recently, it closed an agreement with a Brazilian institution that supports industry in facilitating the
transition of companies to the productive paradigm of Industry 4.0. It developed a product that integrates
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several characteristics of Industry 4.0: the IoT, cloud, big data, vertical and horizontal integration, and
digital security.

As a company capable of providing solutions for customers with the most diverse technological
backgrounds, there is an understanding that digitisation is the first step in technological adoption, while the
most advanced stage is automation. In this sense, implementing the IloT is the gateway to more complex
uses, with the digitisation of processes being a simpler way to make companies treat data strategically.

When looking for solutions for their companies, customers are interested in increasing or maintaining their
competitiveness and this requires them to have more control of their production processes, generating
efficiency. Company solutions provide a series of parameters, which can be monitored in real time by
applications, such as the performance of machines, thus enabling quick responses to any problems.

The simplicity of implementation of solutions is considered crucial to their success because there are no
complex connection requirements and they work seamlessly from companies’ Internet connections. The
challenge is to combine the data generated by the devices with the tacit knowledge of the operators,
generating a broad understanding of the processes.

Therefore, the company’s business model lies in providing devices and consultation for analysing the
generated data. For this purpose, the company offers a monthly subscription that customers can sign up
for to access complete monitoring of the performance of their machinery based on monthly reports.

The lesson that the company draws from its [loT implementation projects is that technology is only part of
the solution. Also required is close monitoring of customers by its team, helping them to use the information
generated. Allied with this, the company states that cultural change is more complex than technical change
insofar as the implementation of solutions is a simple process.

From the point of view of the relationship with large companies, it is important to note that the business
model of a provider of lloT solutions can conflict with the way large companies operate. In contrast with
the flexibility of smaller companies, they have standardised ways of dealing with suppliers.

AlQuatro

The company was founded in 2019 and operates in the supply of sensors for monitoring and predictive
and prescriptive maintenance. Their hardware is manufactured in house and the company offers a series
of complementary services to its customers, gathered on an Al platform.

According to AlQuatro, its differential lies in the in-house manufacturing of lloT sensors and the Al service
offered. In addition, the company provides customers with full access to the generated data, understanding
that companies are increasingly acknowledging the strategic value of data analysis for their operations, in
view of transparency between the company and customers.

According to the firm, its customers come from companies that use continuous production, in which raw
material is transformed into products by going through every step of the process with no breaks in time.
This type of company is more prepared to use lloT solutions since constant monitoring of the process is
necessary to avoid machinery downtime and damage to the entire production process.

The installation of sensors makes it possible to find out exactly what happens inside the machines through
vibration and sounds, allowing identification and prediction of failures. With the data generated, the
company uses Al applications to plan the maintenance of machines, which provides predictability for
customers, reduces downtime, and significantly impacts maintenance costs.

The company understands that the implementation of lloT must count on the support of the IT team,
overcoming resistance that arises from teams that deal directly with the machines. Concerns related to the
company’s IT, for example, digital security given to the online exposure of sensors, must be taken into
consideration and it is necessary to demonstrate the reliability of the IloT solutions offered. Currently,
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customers are requesting broader solutions, with more requests for data access. It is important to be
prepared to act in the entire process of creating, processing and analysing data.

Dynamox SA

The company provides solutions for monitoring the condition of machines and equipment, collecting
vibration and temperature data for predictive maintenance. It is present in about 15 countries.

The company provides sensors that capture the vibration and temperature of machines for data generation
and support statistical analysis to identify failures, providing a complete hardware and software solution
that helps companies make decisions about the maintenance of machines and equipment. The sensors
are connected to a gateway that sends the data to a cloud platform, which performs data processing and
analysis.

The company considers that few companies are prepared to implement the entire Industry 4.0 cycle, which
involves integration of enterprise resource planning (ERP), the lloT (with sensors validating the
information) and decision making. The vision is to increasingly show companies the need for a closed cycle
of digitisation of processes aimed at greater efficiency.

The company believes it is important not only to sell its solutions but also to customers that will use its
technologies, generating positive publicity. The company assesses the technological maturity of its
potential customers since installing sensors in companies requires technological updating. Therefore,
customer empowerment is an important asset for this technology supplier company: indeed, customers
unsure of their needs and what they can have can damage the company’s image.

The company believes that it is critical to help customers to understand their capabilities and the nature of
the services they can offer so that the use of the IloT is profitable and the image of the provider company
is not affected. Therefore, it is important that customers do prior planning about which stage they want to
reach since the lloT is the gateway to more complex steps within the digitisation of processes.

Currently, the company has started to invest more in digital marketing in order to be able to offer material
explaining the advantages of lloT solutions,. Therefore, although having basic customer projects is
essential, knowing how to sell the lloT solution beyond technical requirements is also important. Providing
a global view of how technology adoption can help companies gain in competitiveness and enter a new
productive paradigm is essential.

lloT users

Ergomais

The company was founded in 2007 and manufactures ergonomic products, such as office chairs. It has
international operations, exporting products mainly to South American countries.

The use of the lloT in the company made it possible to digitise the data previously generated in an analogue
manner, replacing paper-based processes. After installing the [loT sensors, the company was able to track
specific points on the production line, getting a broader view of the manufacturing steps.

The use of the lloT allowed production optimisation, making it possible to gather data on steps that
generated inefficiencies. End-to-end data generation in the production process allows greater control over
the production of parts, which makes a critical contribution to avoiding the waste of energy and material.
Sensors were installed in the company’s machinery, mainly CNC, with prior internal communication. It was
understood that the IloT is crucial for increasing the company’s productivity and placing it in the market
more competitively, especially as regards improvement of delivery times.
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The use of a cloud service was already in place in the company, which facilitated the technological
requirements of lloT devices as well as adaptation of the team to the new communication standards.

The interviewee did not report any specific needs to improve the Internet connection. Training the team to
deal with the tablets that support the system used was reported. The role of the public sector in providing
both financial and advisory support in the implementation of lloT projects was highlighted.

With the improvements achieved by the lloT implementation, the company aims to seek constant
technological updating. Dialogue is an important aspect for this purpose, as well as the integration of the
different teams involved in implementing the technology. Therefore, the company needs to maintain a
culture of learning in which the search for new solutions is encouraged and no process is made
unchangeable. The company’s participation in public technology upgrade initiatives brought it into contact
with consultancies that helped raise awareness of the lloT technologies’ benefits. Once a culture that
always seeks to improve processes was established, the company became more open to novelty and the
search for information, always seeking to learn and keep up with the most advanced technologies on the
the market.

ASW Brasil Tecnologia em Plasticos

The company has been operating since 2008 in the supply of products for the electricity distribution
segment. Its manufacturing unit, located in the state of Sao Paulo, has its own laboratory, where products
following required quality recommendations are tested. The company has commercial offices in several
Latin American countries.

The main motivation for installing IloT devices was to implement overall equipment efficiency (OEE)
control, which gave the company exact information about the time spent in manufacturing, facilitating the
projection of production. The system tracks and sends real-time production status updates to the person
in charge, which is very important since the company operates 24 hours a day.

The production information provided by the IloT system allows controlling the number of parts produced
as well as the manufacturing speed, resulting in cost reductions and avoiding material waste. The system
can provide performance reports for each machine involved in the production process, providing
information about elements like downtime and enabling predictive maintenance actions.

There was no need for substantial connectivity improvements for implementation as the company already
had spare Internet connections. However, training, offered by the lloT provider company, was needed for
some employees to understand the implemented system.

The company outsources 3D printing projects for prototyping parts but this is a small part of the process
and unrelated to lloT systems. There is an understanding that investment in new technologies can reduce
costs and increase the company’s productivity, with the IloT project being an example of a successful
paradigm shift in the company.

Integrating different areas of the company in the lloT implementation process is seen as one of the crucial
actions for the success of technological innovation. The involvement of several players in the steps to be
taken helped to reduce resistance from people engaged in processes established for a long time. Involving
the entire company is also important to defend the project in front of the company’s management board,
showing the extent of the applicability of the technology and the beneficial effects in different areas of the
organisation.

The successful implementation of the IloT in the company led to the reflection that technology needs to be
understood beyond costs, seeking to recognise the holistic impact it can have on the organisation. There
is a perception that short-term concern with costs can prevent the understanding of the long-term benefits
of the same costs that an investment in technology can provide. Participation in technology demonstration
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networks was crucial in this regard, with people trained to demonstrate the advantages of the lloT,
facilitating the implementation decision.

Selco Tecnologia e Industria Ltda

The company has been operating since 1984 with two business units, one that supplies parts and services
for manufacturers or owners of reciprocating compressors and another that provides precision machining
of parts mainly used in the automotive industry. In 2021, the company started automating and digitising
the automotive unit.

In both units, the company has modern machinery, the main applicable certifications and a strong
international presence with a branch established in Argentina and regular exports to countries such as
Canada, France, India, the Russian Federation and the United States.

The lloT implementation project was conducted after a study on the feasibility and impact of the
organisation. The machining of parts in the automotive unit is labour-intensive, so the line of production
that was chosen for the project presented the highest demand and the strictest process tolerances,
allowing the quickest return on investment from savings associated with labour costs and quality issues.

In terms of labour costs, robot arms were introduced to perform the loading and unloading of parts from
CNC lathes. Each robot arm was able to replace three shifts of work carried out by two machines. In
addition, since the demand was susceptible to temporary cuts for inventory balancing, the use of
automation prevented losses associated with overcapacity.

Regarding quality issues, introducing an automated measurement system that communicates instantly
with the machining stations allowed fast correction of machining parameters to prevent mounting losses.

Therefore, the company understands that implementing labour-saving technologies will benefit its
operation insofar as the standardised operation of machines reduces the uncertainty inherent to human
action. Communication between machines adds another advantage since the operation can be adjusted
immediately, not being a static production line.

Seeking to update the enterprise technologically, lloT implementation is considered critical for the
company’s competitiveness and reputation in the market, showing that the organisation is innovating and
constantly seeking to improve its performance. From a practical point of view, the part made with a robot
arm, with greater precision, will, in the end, have its price set without labour costs, reducing its price
significantly and giving it a differential impossible to match by companies that do not employ the same
technology.

The main lesson from the lloT implementation process was related to selecting adequate technologies that
can impact how the company operates. Given investment limitations, information on where to invest is
required, with well-specified projects and clear goals.

Even with a well-defined project, the company understands that flexibility is required during the
implementation process since there are uncertainties involved when it comes to technological updating.
Team engagement is important so the senior management board funds the project and viable solutions
are found to the dilemmas that arise.

Another important aspect highlighted is the need to make workers aware of the benefits of technology,
ensuring that its implementation will bring benefits to the company as a whole. This made it possible to
increase engagement on the factory floor, which facilitates the technological update process.
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Mangotex Ltda

The company has been operating since 1965, supplying products to the automotive industry, for which it
produces rubber and plastic components such as oil and fuel transmission hoses. It exports to Europe and
North America and has distribution centres in some countries on these continents.

The implemented IloT solution is on the finishing line, performing the production count, a process that was
previously performed manually. With the data generated, it is possible to calculate the OEE and a loss
tree, indicating inefficiencies throughout the process. The system extracts data and process variables from
the equipment, providing temperatures, line speed and electricity consumption, as well as a series of
parameters that are important to understand how they speak to the quality of the product and enabling
traceability since it records the time and day of production of each part. The project allows for the
generation of several quality parameters in real time, allowing more exact and immediate corrective
actions. The entire implementation process was structured in stages, digitising one production line at a
time and choosing solutions that were useful to the company’s reality.

The company recently carried out its migration to cloud computing services and 3D printing projects were
already in place. The team analyses the data generated by the lloT using statistical software. Due to the
size of the plant, the connectivity solution chosen was cabling since routers would have to be installed at
different points.

The company invested in creating an internal culture based on the use of data. The company highlights
the need not to underestimate the complexity of lloT implementation projects. To be successful, a project
must be well specified in advance and, if necessary, can have a very limited scope. Another important
point is the engagement of the management board in implementation projects, seeking to be informed
about market news and, above all, exercising leadership in technological change processes.

Rochel Ferramentaria

Founded in 1996, the company operates in the segment of clamping devices and special machines,
operating with machining centres and CNC lathes. Its clients include Brazilian and multinational industries
operating in the country.

The company’s lloT project is still in an early process, based on a wired communication network between
machines. The company plans to implement management software to manage this system remotely while
generating data about its operation.

Rochel Ferramentaria’s objective with the lloT solution is to systematise information in a virtual
environment, accessible at any time, drastically reducing the use of paper throughout its processes. Later,
the company will seek to activate machines through the system since this process is still analogue. It aims
for complete interconnection among its machines, which today work by programming entered by operators.

The company understands that digitalised processes bring more dynamism to the operation, which can in
turn provide more competitiveness and reduce uncertainties arising from human actions. In addition, the
idea is to integrate the process with other systems in use, such as enterprise resource planning (ERP),
enabling better management of all production stages.

The firm seeks to fully integrate machine communication and its management software. Having a vision of
where they want to go is important for internal planning and getting support within the organisation to move
the project forward. The initial results of greater process integration proved to be positive, enabling the
company to seek new solutions and envision more intensive use of new technologies.
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Embraer

Founded in 1969, Embraer is one of the main Brazilian companies operating in the commercial aviation
sector. It has a long tradition of innovation and operation with cutting-edge technologies. It is one of the
few Brazilian companies to have reached the global market, competing with companies in Europe and the
United States. In 2021, the company achieved a net revenue of BRL 22.7 billion,'® which represents a
growth of 15% compared to 2020.

The lloT is essential for the company’s operation and is already part of the routine of several departments.
The first projects started about eight years ago and the lloT is currently present in the most diverse
processes, from production to customer service.

IloT solutions are used to provide real-time technical information from manufacturing equipment, enabling
monitoring of equipment operations and efficiency at physical and remote stations. Another relevant
application of the lloT is the connectivity of project information on tablets, allowing for consultation of
information, confirmation of operations and requests for immediate support in the event of doubts in the
production process.

The complete digitalisation of information generated within the company is seen as something with wide-
ranging effects: by not using paper, the company is contributing to sustainability principles, reducing the
environmental impact of its operations. Due to regulatory issues, the company must keep records of its
operation for 30 years and the possibility of digitising all information is a facilitator.

Predictive maintenance is also central to the company’s use of the lloT, with the state of machines being
monitored by sensors that calculate OEE. According to the company, critical assets are constantly
monitored since they are unique items, with daily analysis of their state and operation.

To implement IloT projects, the company operates by forming groups responsible for the solutions, called
“core teams”, adding people from areas that may be affected. Embraer is conducting several projects within
the Industry 4.0 paradigm, such as 3D printing and Al, and estimates that it will have productivity gains in
the future. Regarding lloT projects, the company understands that they are a means by which processes
can be optimised. Technology must serve as an instrument for improvement that has to be planned.

As a company that already works in a high-technology sector, it experiences fewer mishaps when making
process changes via technological updating. The need to prepare well-designed projects for the
implementation of lloT solutions was highlighted, understanding all of the specifics of the technology and
its impacts on the organisation.

lloT systems must be compatible with processes already underway, and the enterprise must be accurate
in its technological choices. The company has a technology development department responsible for
preliminary studies on implementing technologies and developing knowledge-building blocks.
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Notes

' This section was prepared by the Regional Center for Studies on the Development of the Information
Society (Cetic.br) of the Brazilian Network Information Center (NIC.br), with the support of the Centre for
the Fourth Industrial Revolution (C4IR Brazil). The project was co-ordinated by Alexandre Barbosa and
Fabio Senne. Research and reporting was developed by Leonardo Lins and Thiago Meireles from
Cetic.br|NIC.br. The field management was conducted by Ipec — Inteligencia em Pesquisa e Consultoria.

2 Companies that are in any of the categories of section C of ISIC 4.0, that is, codes from 10 to 33.

3 One of the main sources of data on the digital economy in Brazil is the ICT Enterprises survey, conducted
by the Brazilian Internet Steering Committee (CGl.br, Comité Gestor da Internet do Brasil in Portuguese).
Its primary objective is to measure access to and use of ICT in Brazilian enterprises with ten or more
employed persons. The survey is designed following international standards, such as those developed by
the United Nations Conference on Trade and Development and OECD. Indicators on new technologies
are based on the Eurostat community survey on ICT usage and e-commerce in enterprises, which allows
comparison with European figures.

# Interviews took up to 90 minutes and were carried out by remote video conference.

5 For more information: https://www.weforum.org/centre-for-the-fourth-industrial-revolution/c4ir-brazil.

8 For more information: https://abii.com.br/.

7 See https://[panda.technology/en/.

8 See https://www.lap-laser.com/.

° See https://www.gbeyond.de/en/.

10 See https://www.schildknecht.ag/.

1 See https://telogs.de/.

12 See https://kreyenberg.eu/.

13 See https://www.siegwerk.com/en/home.html.

4 See https://www.trumpf.com/en INT/.

15 See https://www.wanzl.com/en GB.

6 See https://www.wsj.com/market-data/quotes/BR/BVMF/EMBR3/financials/annual/income-statement.
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