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— ABSTRACT

Digital sovereignty helps countries maintain control over their decision making
and implementation of services. Proprietary technology can lead to technological
lock-ins and silos that threaten digital sovereignty, but digital public goods, a type
of open-source solution, allow countries to adopt, adapt and scale technology in
ways that maintain their flexibility. As uptake of digital public goods - and thus
digital sovereignty - spreads, it is reshaping the patterns of development
co-operation.




Key messages

I Digital public goods are types of open-source software, models and standards that countries can use to operationalise their digital

public infrastructure (e.g. payment and data exchange systems).

I While proprietary solutions dominate digital public infrastructure, concerns over contractual lock-ins and lack of interoperability

have led countries to turn to open-source solutions.

I Governments can adapt digital public goods with technical and financial support from development co-operation partners, and can

contract support from the private sector where appropriate.

I Development partners can contribute by focusing on underlying challenges like co-ordinating multilateral efforts, improving public

procurement, supporting financial and project continuity, and breaking down silos to enable co-development.

Digital public infrastructure (DPI) refers to
platforms such as identification (ID), payment
and data exchange systems that help
countries deliver vital services to their people.
Digital public goods (DPGs) are open-source
software, open data, AI models, standards
and content that make DPI an operational
reality (UN Secretary-General, 2020,,,). DPG's
open format can be freely adopted and
adapted, offering countries cost savings and
digital sovereignty - control over technology
and data - in building out their DPI. Digital
sovereignty maintains countries’ flexibility
in decision making and unencumbers their
efforts towards the Sustainable Development
Goals (SDGs). The effects are reshaping
traditional models for development co-
operation (Figure 26.1).

The COVID-19 pandemic showed how the
presence of good DPI influenced countries’
responses. The pandemic also highlighted
the need for comprehensive and co-ordinated
support for reforms to public procurement
frameworks, and for technical assistance,
long-term capacity-building and sustainable
funding for digital solutions. These are key
to realising the transformative potential of
digital sovereignty.

Balancing digital sovereignty and
proprietary solutions
Digital sovereignty is the power and

authority of a national government to
make free decisions affecting citizens and

businesses within the digital domain -
covering data, software, standards and
protocols, infrastructure, and public services
(Gawen et al., 2021[2]
technologies are often provided by private-

). National-level digital

sector companies with the ability to answer
high volume, global requests with round-the-
clock assistance, meet international quality
standards, and build to scale resulting in
savings on technology and software licenses
(ID4D, 2020,,; Burt, 201 8[4]).This lets these
companies influence the design, use and
contractual obligations of systems, including
the ability to discontinue or modify their
product unilaterally (Behrends et al., 2021 )
thereby threatening digital sovereignty and
entrenching technological power imbalances.
Digital sovereignty is a growing priority for
countries everywhere. Germany, Denmark,
Estonia and Finland, are leading the call
for the EU to become digitally independent
(Fleming, 2021[6]
ID4Africa in 2018, vendor lock-in is the largest

). According to a survey by

concern among national identity authorities
in Africa (Burt, 2018[4]). Vendor lock-in can
include: being locked into long-term contracts
with limited flexibility and large, sometimes
unexpected fees; proprietary knowledge

for IT system operation and expansion
(Sjoerdstra, 201 6,
by outsourcing the collection, use and storage

) limiting data sovereignty

of citizen data to foreign vendors; lack of
customisation to local context; inability to
integrate citizens into governance and
decision making; and centralising the market
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Figure 26.1. Options for providing digital public infrastructure
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around only a few companies (Behrends et al.,
2021).

Increased digital sovereignty also increases
oversight as digital tools host and exchange
increasingly sensitive and private information.
US-owned servers store an estimated 92% of
the West's data, making it difficult for citizens
of other countries to exercise individual
recourse or achieve digital sovereignty
(Fleming, 2021,
store all its own data to be digitally sovereign,

). While a country need not

access to and control over that data is
important. For example, Estonia created the
world's first ‘data embassy’ in Luxembourg,
where they created a backup of their national
data servers, addressing both data storage
needs and the desire for digital sovereignty
(e-Estonia, 2017[8]).

Low- and middle-income countries have
less capacity and fewer resources to negotiate
contracts around the implementation

258

Simple "turnkey" Vendor lock-in

solutions Lack of flexibility and
Outsource ability to adapt to future
development and needs
maintenance

Creates external

Reliable solutions from dependency

established brands Lack of interoperability

Short-term cost

’ Risk of discontinuation
savings

of proprietary technologies, making the
challenge of digital sovereignty particularly
acute. Furthermore, digitalisation initiatives
are often driven by international development
donors and donor-funded organisations.
This approach results in silos, fragmentation
and duplication as support is sector-specific,
with relatively short-term funding, and
underemphasises interoperability between
technologies. For example, ID systems that
are not interoperable deprive countries
of the benefits from verification and data
sharing between sectors (OECD, 2019,,)).
Collectively, these shortcomings hamper the
ability of governments to build out holistic
DPIs that can evolve to meet future needs.
They also hinder building out local vendor
ecosystems around and on top of these
platforms.

However, a role remains for private
enterprise in the need for systems

» DEVELOPMENT CO-OPERATION REPORT 2021: SHAPING A JUST DIGITAL TRANSFORMATION © OECD 2021



integration, maintenance services,
infrastructure such as cloud and data-centre
services, and cybersecurity. Thus, rather
than a model where proprietary vendors
control the core, governments can adopt
open-source technologies, control their
platforms and ensure they are interoperable,
and enable a more vibrant and diverse
commercial ecosystem to be built on top.

Digital public goods save resources,
build trust and enable scaling

DPGs are a subset of open-source
technologies, which people can modify and
share because their programming is publicly

accessible (Opensource, n.d. ). Open-source

[10]
technologies enable digital sovereignty

and cultivate trust in technology through
openness, direct involvement and preserving
entities’ autonomy.

This allows countries to iterate for future
needs and bring down costs over the
long-term (Gawen et al., 2021 - Many
municipalities in Brazil switched to open-
source software in the early 2000s because
“estimates at the time concluded that across
the country, nearly USD 200 million per year
was spent on licensing fees to Microsoft alone
and, by switching, USD 120 million could be
saved.” (Blind and Bohm, 2021 m]). In India,
switching primary and secondary schools’
digital solutions to open-source software
reduced costs by USD 1.3 billion (Blind and
Bohm, 2021

Trust in technology is particularly

[11])'

pertinent for solutions that involve sensitive
information, as in the case of digital public
infrastructure. Over 70% of African identity
authorities report wanting increased
oversight of their own ID data (Burt, 2018
Similarly, the Philippines implemented

[4])‘

open-source options when building their
GovStack.

Open source leaves the door open for
solutions to be added, which reduces time
and financial costs of scaling (Mukherjee and
Maruwada, 2021,
open source’s value have grown to where

). Use and recognition of

Low- and middle-income countries

have less capacity and fewer

resources to negotiate contracts

around the implementation
of proprietary technologies,

making the challenge of digital

sovereignty particularly acute.

nearly all software has some open-source
component. Open-source codebases are the
majority in core sectors including FinTech
(69%), HealthTech (82%) and EdTech (82%)
(Synopsys, 2021,,). These form part of a
rising tide of open-source components in
app development, which grew by 628%
between 2014 and 2020 (Synopsys, 2021,,,).
shows the growth between 2010 and 2020
of repositories on GitHub, a provider of
Internet hosting for open-source software

development (Figure 26.2).

Key features of digital public
goods: Adoptability, accountability,
interoperability

Digital public goods can be freely adopted
and adapted by governments and other
users. Adapting DPGs that were successfully
implemented at scale in other countries can
save resources and enable faster piloting
and roll-out. District Health Information
Software version 2 (DHIS2) was first used
in South Africa and became a global open-
source project co-ordinated by the Health
Information Systems Programme (HISP)
at the University of Oslo. More than 73
countries use it to support the generation and
analysis of national and regional health data.
Implementing this solution at scale allows for
training and resources to be utilised in other
regions, while the DPG remains customisable
to the local context.
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Figure 26.2. Increase in number of repositories on GitHub between 2010 and 2020
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Open-source licensing of DPGs means
that their code base can be independently
scrutinised and audited. This facilitates
accountability and public discourse around
issues such as incorporating best practices
and designing DPGs with the aim of doing no
harm. All DPGs are verified against the best-
practice and do-no-harm by design indicators
embedded in the DPG Standard stewarded
by the Digital Public Goods Alliance (Digital
Public Goods Alliance, 2021,
identify shortcomings to address before a

). This can help

technology is adopted more widely.

Finally, DPGs allow interoperability for
systems and digital solutions to function
together regardless of their origin (Box 26.1).
The European Union, a world leader
in interoperable government systems,
recognised the importance of this issue:
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), The Rise of GitHub, https://github.com/bugout-dev/mirror/blob/master/notebooks/rise-of-github.ipynb.

“In 2004, the Pan-European eGovernment
Programme (IDABC) in DG DIGIT issued

their European Interoperability Framework
(EIF 1.0) with a strict minimum definition

of open standards and mandated their use

in pan-European eGovernment services.”
(Almeida, Oliveira and Cruz, 201 Tae) A 2019
study found that France’s Circulaire 5608
guidelines on the use of free software by the
French administration created a 9-18% yearly
increase in the number of IT-related start-ups
as entrepreneurs built on top of open-source
solutions (Blind and Bohm, 2021,,,).

Digital sovereignty shifts old patterns of
development co-operation

The advent and dissemination of DPGs for
government services may usher in a new
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— B0OX 26.1. DIGITAL PUBLIC GOODS EXPEDITED THE ROLLOUT
OF COVID-19 VACCINATION CERTIFICATES

Digital Infrastructure for Vaccination Open Credentialing (DIVOC) is an open-source software and DPG. During
the COVID-19 pandemic, DIVOC was used to issue hundreds of millions of certificates in India and cited as a
reference implementation by the World Health Organization (WHO), which led to its take-up elsewhere, including
in Sri Lanka and the Philippines.

Sri Lanka identified high tourist inflow as a vulnerability in their COVID-19 response. This made gathering
information on incoming passengers and their mobility a priority to control the spread of COVID-19. The Ministry
of Health implemented a digital COVID-19 surveillance system based on DHIS2, a free and open-source health
management information system, to work with existing health sector technologies, staff capacity, procurement
procedures and digital infrastructure.

The provision of cryptographically verifiable vaccination certificates was outside the scope of DHIS2. However,
the open-source nature of DHIS2 and DIVOC allowed for integration of the two systems to produce COVID-19
vaccination certificates. This was the first adoption of DIVOC outside India for national-level vaccination certificates
and helped pave the way for adoption in the Philippines.

Remittances from more than 2 million overseas Filipino workers are an important economic resource for
the Philippines, amounting to approximately 10% of GDP. Therefore, with an increasing number of countries
introducing COVID-19 vaccination requirements for international arrivals, the Philippines urgently needed a digital
vaccination certificate that could interface with other vaccine information management systems.

The Departments of Health and of ICT developed a system based on DIVOC using existing resources and
support from the DIVOC development team. Their VaxCertPH' system launched in less than three months, making
the Philippines among the first to implement the WHO's Digital Documentation of COVID-19 Certificates standard.
By mid-September, 100 000 overseas Filipino workers and travellers had a VaxCertPH. Looking forward, this first

wallets in the country.

Source: Philippines Department of Health (2021,,,)

implementation of verifiable credentials can create opportunities for decentralised identification and digital

, VaxCertPH website, https://vaxcert.doh.gov.ph/.

paradigm for international development
based on co-operation and co-development
rather than traditional donor-recipient
models.

India stands out in this space for its
IndiaStack(n.d.
and an increasing number of DPGs, like the

)digital public infrastructure

Digital Infrastructure for Vaccination Open
Credentialing (eGov Foundation, n.d.[m)
and the Modular and Open Source Identity
Platform,” now also being implemented

by other countries. Likewise, Estonia

leads the world in digital government and
service provision - during the pandemic,
99% of government services in Estonia
remained available online (Silaskova and
Takahashi, 2020,,,
in international initiatives like GovStack

)-and is a central partner

(GovStack, n.d.[m), which aim to accelerate
the digital transformation of government
services.

Further examples question old assumptions
about capacity in developing countries. Togo
introduced a cash-transfer program leveraging
its election database to deliver emergency
relief payments to workers in the informal
economy impacted by lockdown measures
(The Rockefeller Foundation, 2021 [22]). In
contrast, insufficient, non-interoperable or
outdated DPI in some developed countries
limited their ability to respond to the
pandemic. In the United States, fewer than
60% of eligible adults living below the poverty
line received emergency cash transfers
within one month of their disbursement (The

Rockefeller Foundation, 2021 ,,)).
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These examples signal a shiftin the
development co-operation status quo, with
countries driving their own digitisation
solutions to strengthen the public sector
(known as GovTech). From 2014 to 2021, over
80 countries launched GovTech initiatives
to modernise and digitise public services.

Of these, approximately 50 are low- or

@3y~ For
example, Sierra Leone's National Innovation
and Digital Strategy (DSTL, n.d.,,,
ensure that institutions, markets, citizens

middle-income (Dener et al., 2021
) seeks to

and the government consider open-source
technologies as an opportunity to digitise
inclusively by bringing together regulators,
learners and innovators. With partners, Sierra
Leone also developed OpenG2P (n.d. ), a
DPG that facilitates large-scale cash transfers.
The trend will likely accelerate as more
countries implement DPGs and share their
experiences and technologies. Following
Sierra Leone’s example, Ethiopia (Bankless
Times staff, 2021 126 Guinea (The World
Bank, 201 5[27]), East Timor (Government of
the Timor-Leste, 2019,
interest in collaborative investment and

) and others show

implementation of DPGs, for reasons ranging
from greater country ownership to growing
the local IT sector.

Donors can enable more countries to
leverage digital public goods

This new form of international digital
development confirms the potential for a
new development co-operation paradigm
to supersede existing patterns of ‘donor’
and ‘recipient’ for one based more on
openness and co-development. Despite the
opportunities that implementing DPGs brings
to facilitate community building, knowledge
sharing and training across boundaries,
challenges remain. There are hurdles in terms

From 2014 to 2021, over

80 countries launched GovTech
initiatives to modernise and
digitise public services. Of these,
approximately 50 are low- or

middle-income.

of project and financial sustainability, and
continuity of service. DPGs require support
throughout the lifecycle of the technology,
from development to implementation,
governance, maintenance and oversight
(Behrends et al., 2021,
global approach to mobilising resources, and

). This requires a

co-ordination to unlock the potential of DPGs.
Therefore, efforts are underway in the
bilateral and philanthropic donor community
to redefine collaboration and support
DPGs. For example, in August 2021, The
Rockefeller Foundation partnered with
the Norwegian Ministry of Foreign Affairs
and the Digital Public Goods Alliance, and
convened government representatives
and philanthropist leaders to highlight the
elements needed for stronger international
co-operation to support DPGs. These
elements include ensuring that government
policies and procurement practices are
conducive to open-source adoption, using
co-development models to ensure cross-
sectoral collaboration between public, private
and academic institutions, mobilising more
financing, and busting silos to disrupt the
current approaches to development support

(The Rockefeller Foundation, 2021 [22]).
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NOTE

1. For more information see https://www.mosip.io/.
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